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Abstract

The increasing dependence of modern society on information systems has
made cybersecurity compliance increasingly important for organizations that
must demonstrate that their systems satisfy applicable security requirements.
This assessment requires connecting high-level regulatory requirements with
concrete evidence from the system being assessed. This is challenging since
the information to evaluate compliance is distributed across system configura-
tions, infrastructure definitions, runtime state, and other technical artifacts. In
addition to producing a compliance decision, an assessment should preserve a
clear connection between the decision and the evidence on which it is based.

This thesis work presents a methodology for evidence-grounded and trace-
able cybersecurity compliance assessment. The proposed methodology orga-
nizes the assessment into three main stages: security-control mapping, evidence
grounding, and compliance evaluation. Regulatory requirements are mapped
to standardized security controls, while relevant properties collected from the
assessed system are represented as structured observations. The requirement,
its security-control context, and the selected observations form a grounded as-
sessment case, which is evaluated using either deterministic rules or a language-
model-based evaluator. Evidence provenance is retained throughout the process
to support traceability of the resulting decision.

The proposed methodology is assessed through a proof-of-concept implemen-
tation and a set of controlled experiments. Four experimental configurations are
used to examine different combinations of expert and model-generated security-
control mappings, manual and model-generated observation selections, and rule-
based and language-model-based compliance evaluation. The results show that
changes in security-relevant system properties can be reflected in the collected
evidence and propagated to the resulting compliance assessments. They also
reveal differences between manually defined and model-generated assessment
components, particularly in observation selection and compliance evaluation.

In general, the results demonstrate the feasibility of maintaining a trace-
able connection between regulatory requirements, standardized security-control
context, system evidence, and compliance decisions. They also show that the
evidence selected for an assessment can influence the resulting compliance deci-
sion, highlighting the importance of evaluating the evidence-grounding process
in addition to the final decision.



Sommario

La crescente dipendenza della societd moderna dai sistemi informativi ha
reso la conformita in materia di cybersicurezza sempre piu importante per le
organizzazioni, che devono dimostrare che i propri sistemi soddisfano i requi-
siti di sicurezza previsti. In questo contesto, la valutazione della conformita
riveste un ruolo fondamentale. Questa valutazione richiede di collegare requisiti
normativi di alto livello a evidenze concrete provenienti dal sistema oggetto di
valutazione. Questo processo risulta complesso, poiché le informazioni neces-
sarie per valutare la conformita sono distribuite tra le configurazioni di sistema,
le definizioni dell’infrastruttura, lo stato di esecuzione e altri artefatti tecnici.
Oltre a produrre una decisione di conformita, queste valutazioni devono man-
tenere un collegamento chiaro tra le decisioni e le evidenze su cui si basano.

Questo lavoro di tesi presenta una metodologia per la valutazione della con-
formita nell’ambito della cybersicurezza basata sulle evidenze e che risulta trac-
ciabile. La metodologia proposta organizza la valutazione in tre fasi principali:
mappatura dei controlli di sicurezza, contestualizzazione delle evidenze e val-
utazione della conformita. I requisiti normativi sono mappati su controlli di
sicurezza standardizzati, mentre le proprieta rilevanti raccolte dal sistema val-
utato sono rappresentate come osservazioni strutturate. Il requisito, il relativo
contesto dei controlli di sicurezza e le osservazioni selezionate formano un caso di
valutazione basato sulle evidenze, che viene valutato mediante regole determin-
istiche oppure mediante un modello linguistico. La provenienza delle evidenze
viene preservata durante l'intero processo per garantire la tracciabilita della
decisione risultante.

La metodologia proposta ¢ stata valutata con un’implementazione mirata a
stabilirne la fattibilita e con una serie di esperimenti controllati. Quattro config-
urazioni sperimentali sono state utilizzate per esaminare diverse combinazioni
di mappature dei controlli di sicurezza definite da esperti e generate dal mod-
ello, selezioni delle osservazioni definite manualmente e generate dal modello, e
valutazioni della conformita basate su regole e su modelli linguistici. I risultati
mostrano che le variazioni delle proprieta del sistema rilevanti per la sicurezza
si riflettono nelle evidenze raccolte e si propagano alle conseguenti valutazioni
di conformita. Emergono inoltre differenze tra i componenti della valutazione
definiti manualmente e quelli generati dal modello, in particolare per quanto
riguarda la selezione delle osservazioni e la valutazione della conformita.

In generale, i risultati dimostrano la fattibilita di mantenere un collegamento
tracciabile tra requisiti normativi, contesto dei controlli di sicurezza standard-
izzati, evidenze di sistema e decisioni di conformita. Mostrano inoltre che le
evidenze selezionate per una valutazione possono influenzare la conseguente
decisione di conformita, evidenziando I'importanza di valutare il processo di
contestualizzazione delle evidenze oltre alla decisione finale.
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Chapter 1

Introduction

The increasing dependence of modern society on information systems has made
cybersecurity an essential component for protecting information, services, and
critical infrastructures. In fact, information systems are continuously exposed
to many diverse security threats. At the same time, the infrastructures sup-
porting these systems are becoming more complex, interconnected and difficult
to be properly assessed. Organizations must not only implement appropriate
security measures, but also demonstrate that their systems satisfy the cyber-
security requirements imposed by applicable regulations, directives, standards,
and organizational policies.

Cybersecurity compliance provides a way to assess whether security require-
ments are being addressed. In practice, performing such an assessment is not
straightforward. Regulatory requirements are generally written for human in-
terpretation and describe expected security properties at a relatively high level.
The technical information needed to assess these requirements is provided at
a different level, distributed across system configurations, infrastructure defini-
tions, runtime state, and other system artifacts. A regulatory requirement must
therefore be interpreted and connected to security-relevant properties that can
actually be observed in the system.

These issues create an important challenge for compliance automation of in-
formation systems. Automating the interpretation of regulatory text does not
by itself establish whether a requirement is satisfied by the system being as-
sessed. An automated assessment must also determine which system evidence
is relevant, preserve where that evidence originates, and connect it to the re-
sulting compliance decision. Without this connection, a decision or explanation
may be produced without a clear way of determining how it relates to the actual
state of the system.

Rule-based approaches provide deterministic and auditable decisions when
the assessment logic is explicitly defined. Language models, on the other hand,
provide greater flexibility for interpreting natural-language requirements and se-
curity context and can additionally generate explanations and remediation guid-
ance. Existing work on compliance automation has explored these and other



approaches through information extraction, semantic similarity, classification,
regulatory reasoning, and automated policy assessment. However, most of these
works focus on legal documents, organizational policies, or regulatory reason-
ing over textual information. Comparatively less attention has been dedicated
to connecting natural-language cybersecurity requirements with standardized
security-control context and evidence collected from the system being assessed,
while preserving the traceability of the resulting decision.

Motivated by this research gap, this thesis work presents a methodology
for evidence-grounded and traceable cybersecurity compliance assessment. The
proposed approach connects regulatory requirements with a standardized security-
control context and with system observations obtained from the assessed envi-
ronment. The regulatory requirement, its security-control context, and the se-
lected system observations are combined into a grounded assessment case. This
provides an explicit path from the original requirement to the system evidence
used in its assessment and, finally, to the resulting compliance decision.

The proposed methodology is assessed through a proof-of-concept imple-
mentation and a set of controlled experiments. The experimental evaluation
uses selected regulatory requirements and a containerized reference system con-
figured in five controlled states. Four experimental configurations are consid-
ered to examine different combinations of expert and model generated security-
control mappings, manual and model generated observation selections, and rule-
based and language-model-based compliance evaluation. The experiments are
designed to examine how changes in the assessed system are reflected in the col-
lected evidence and resulting compliance decisions, while also evaluating map-
ping, observation selection, evidence traceability, faithfulness, and remediation.

The remainder of this thesis is organized as follows: Chapter 2 provides the
artificial intelligence concepts relevant to this work, with particular attention
to language models and explainability. Chapter 3 introduces the cybersecurity
compliance concepts and standards that form the technical and regulatory ba-
sis of the thesis. Chapter 4 reviews existing approaches to cybersecurity and
compliance automation and discusses the research context in which the pro-
posed work is positioned. Chapter 5 presents the methodology proposed in this
thesis for connecting regulatory requirements with security-control context and
system evidence, and for producing traceable compliance assessments. Chap-
ter 6 describes the implementation of the methodology and the experimental
environment used to evaluate it. Chapter 7 presents and analyzes the experi-
mental results, including the effects of the controlled system states, compliance-
evaluation results, security-control mapping and observation selection, evidence
traceability and faithfulness, and remediation output. Finally, Chapter 8 sum-
marizes the main findings of the thesis work and discusses directions for future
research.



Chapter 2

Foundations of Artificial
Intelligence

Artificial Intelligence is one of the key technologies that underlie contemporary
software systems. Methods in this domain enable software to analyse informa-
tion, solve complicated issues, and learn from experience. Within this field,
machine learning enables systems to learn patterns from data, while recent lan-
guage models extend these capabilities to the interpretation and generation of
natural language. These developments are relevant when textual requirements
and technical information must be analysed together. On the other hand, the use
of language models introduces limitations related to reliability, traceability, and
the relationship between generated outputs and their supporting information.
This chapter provides a broad overview of the artificial intelligence concepts
used in this thesis work.

2.1 Introduction

Artificial Intelligence (AI) is a field that seeks to understand human intelli-
gence and develop intelligent systems that can behave similarly. Today, Al
includes a broad range of applications, such as learning, reasoning, perception,
and problem-solving. Additionally, it supports a wide variety of applications,
including playing chess, performing mathematical proofs, generating natural
language, driving autonomous vehicles, and diagnosing diseases.

According to Russell and Norvig, Al research has historically been based on
two fundamental perspectives [1]. The first perspective aims to develop systems
that mimic human thinking and behavior patterns. The second, based on the
concept of rationality, aims to design systems that can take the most appropri-
ate action in a given situation. Similarly, some approaches explain intelligence
through internal thought processes, while others focus only on observable be-
haviors. These different perspectives have contributed to the diversification of
methods and research approaches used in the field of AI over time.



An approach based on human behavior is the Turing Test, proposed by Alan
Turing [2]. According to this approach, a computer can be considered intelligent
if it can produce answers during written communication that are indistinguish-
able from those of a human interrogator. Developing such a system requires the
combined work of fundamental AI components such as natural language process-
ing, information representation, automated reasoning, and machine learning. In
an extended version of the test that includes interaction with the physical en-
vironment, fields such as computer vision and robotics are also involved in the
process. Nevertheless, Russell and Norvig emphasize that the fundamental aim
of Al research is not only to develop systems that can pass the Turing test, but
also to understand the fundamental principles underlying intelligence.

Another approach used in the field of Al is based on the concept of ratio-
nality. According to this approach, the goal of Al systems is not to perfectly
imitate human behaviour, but to perform the most appropriate action in a given
situation. Russell and Norvig define such systems as rational agents. A ratio-
nal agent is a system that perceives its environment, acts autonomously toward
specific goals, adapts to changes in its environment over time, and attempts to
make decisions that yield the best expected outcome under uncertainty. This
approach has become the most widely accepted paradigm in Al research today
since it does not focus only on logical inference processes, but also encompasses
probabilistic reasoning and learning mechanisms.

2.2 Machine Learning

Machine learning (ML) is a fundamental subfield of AI that aims to develop
algorithms capable of improving their performance on specific tasks over time
by learning from data. Referring to Mitchell’s widely accepted definition [3],
Goodfellow et al. [4] state that a computer program begins to learn when it
improves its performance on a given set of tasks according to a specific perfor-
mance metric as it gains experience. This definition shows that the fundamental
goal of machine learning is to improve system behavior based on the experience
gained from the data, rather than applying predefined rules.

ML approaches offer significant advantages in solving problems that are dif-
ficult or impossible for humans to solve using fixed rules. Image recognition,
speech recognition, natural language processing, and anomaly detection are just
some of the many areas where ML is commonly used. These systems can gener-
alize to previously unfamiliar data by learning patterns from examples, and can
offer effective solutions to real-world problems. Therefore, the primary goal of
ML is not only to correctly learn training data but also to successfully transfer
the learned information to new and unseen data.

In the literature, ML algorithms are generally subdivided into two main cate-
gories: supervised and unsupervised learning. In supervised learning, the model
is trained using labeled datasets that include both input data and correct out-
put, and the main goal is to learn the relationship between input and output to
generate accurate predictions for new data. On the other hand, in unsupervised



learning, the training data does not contain any label. In this case, algorithms
try to discover patterns, similarities, or probability distributions within the data.
Furthermore, different learning paradigms such as semi-supervised learning and
multi-instance learning are also used in some applications, but supervised and
unsupervised learning are considered the most fundamental approaches to ML.

Advances in ML allowed the emergence of deep learning methods that fa-
cilitate the processing of more complex data structures. While traditional ML
methods often require features to be defined by experts, deep learning mod-
els can learn these representations directly from data through multilayer neural
networks. This ability to learn hierarchical feature representations directly from
data significantly expanded the range of problems that could be addressed using
machine learning [5].

2.3 Large Language Models

Large Language Models are based on Transformer language models that have
been pre-trained on large-scale text collections and possess the ability to under-
stand and generate natural language [6]. LLMs represent the latest stage in the
evolution of language modeling. They emerged following statistical language
models, neural language models, and pre-trained language models. Although
previous generations of language models were mostly designed for use in spe-
cific Natural Language Processing (NLP) tasks, LLMs are being developed as
general-purpose models capable of performing a much wider range of tasks.

The Transformer architecture, proposed by Vaswani et al. in 2017, forms the
basis of many LLMs used today [7]. Before the introduction of the Transformer,
NLP models relied primarily on Recurrent Neural Networks (RNNs) and their
variants, including Long Short-Term Memory (LSTM) and Gated Recurrent
Unit (GRU) architectures, to process sequential data. Since these models pro-
cessed the input sequence step by step, each computation was dependent on the
previous step. Therefore, the training process had to be carried out sequentially,
and the possibility of parallel computation was significantly limited, especially
with long sequences. This increased training time and made it more difficult to
capture long-range dependencies.

The Transformer architecture was developed to overcome these limitations.
Recurrent and convolutional layers are completely removed, and the architecture
is built entirely around attention mechanisms. As a result, all tokens in an input
sequence can be processed simultaneously, which allows the model to capture
dependencies between distant tokens in the sequence. This design significantly
improves training parallelization while also achieving higher translation quality
than previous architectures [7].

The Transformer follows the conventional encoder-decoder architecture con-
sisting of an encoder and a decoder. However, unlike previous approaches, both
the encoder and decoder layers consist of multi-head self-attention mechanisms
and position-wise feed-forward networks instead of recurrent neural networks.
The encoder creates a contextual representation of the input sequence, while



the decoder uses these representations to generate the output sequence step by
step. Residual connections and layer normalization are used in each layer to
ensure more stable training.

In addition to the architectural advantages provided by the Transformer
architecture, scaling has become one of the key factors driving the success of
LLMs. The literature indicates that scaling model parameters, training data,
and computational resources together not only improve performance on exist-
ing tasks but also reveals new capabilities not observed in smaller models [8].
These capabilities, referred to as emergent abilities, describe behaviors that nat-
urally emerge once a model reaches a sufficient scale rather than being explicitly
programmed. As a result, LLMs can generalize across a wide range of natural
language processing tasks without requiring task-specific retraining. One of the
most notable examples is in-context learning, which enables models to perform
new tasks using only instructions or a few demonstrations provided within the
prompt [6]. Furthermore, models can follow instructions given in natural lan-
guage and perform multi-step reasoning by creating intermediate reasoning steps
in complex problems. In particular, the Chain-of-Thought (CoT) prompting ap-
proach has been shown to substantially improve performance on tasks involving
mathematical inference, logical reasoning, and complex decision-making. Col-
lectively, these capabilities have transformed LLMs from text generation models
into general-purpose systems capable of contextual understanding, knowledge
transfer across tasks, and sophisticated reasoning.

2.3.1 Limitations of Large Language Models

Despite their capabilities across different natural-language tasks, LLMs also
have limitations that need to be considered when their outputs are used for
assessments. One of these limitations is hallucination. LLMs may generate
content that appears plausible but deviates from the provided input, conflicts
with previously generated context, or is inconsistent with established factual
knowledge [9]. The apparent plausibility of such outputs can also make these
errors difficult to identify.

The output of an LLM can also be affected by how the task is presented to
the model. Variations in prompt design can lead to different results, while the
choice of decoding parameters can further affect model performance [10]. These
factors create reproducibility concerns when the details of prompt construction,
model versions, and response generation settings are not clearly documented.

These limitations are particularly relevant to cybersecurity and compliance-
related tasks. LLM performance can be sensitive to the prompting strategy,
while the lack of interpretability and traceability can make it difficult to de-
termine the rationale behind an output [11]. In addition, errors in compliance
assessment are not limited to hallucination. A model may retrieve the correct
information but fail to reason over it correctly, or it may fail to identify relevant
information that is already available in the provided context.

These issues are very relevant when an assessment depends on specific tech-
nical or regulatory information. Supplying relevant information to the model



can reduce some limitations, but the presence of that information does not
guarantee that it will be correctly identified or used in the resulting assessment.

2.3.2 Grounding Language Models with External Context

Language models can be provided with external context as part of their input
rather than relying only on knowledge represented in their model parameters.
Such context can contain information that is dynamic, specialized, or otherwise
not available to the model through its existing knowledge. Grounding concerns
the relationship between the provided context and the response generated by
the model.

Producing a correct answer does not necessarily mean that the response is
fully grounded in the provided information. Lee et al. [12] distinguish between
answer correctness and a stricter notion of grounding. Under this definition,
a grounded response uses the necessary knowledge contained in the provided
context while remaining within the scope of that context. Therefore, a response
may contain the expected answer while still omitting relevant contextual infor-
mation or introducing information that does not originate from the provided
context.

External context is also relevant when language models are applied to cy-
bersecurity compliance tasks. Security assessment may require information in
different forms of representation. For example, structured descriptions of sys-
tem behaviour can be considered together with external security knowledge
expressed in standards or regulatory documents. Structured process models are
combined with external security standards to support context-aware explana-
tion and compliance checking, illustrating how external information can provide
the security context needed to assess structured system information.

Providing relevant context does not ensure that all this information will be
correctly used. In compliance-oriented experiments, errors occur when a lan-
guage model fails to identify relevant information already present in the context
or retrieves the appropriate information but fails to connect it correctly during
reasoning. Therefore, grounding requires attention not only to the informa-
tion supplied to the model, but also to whether the resulting output remains
connected to that information.

2.4 Explainable Artificial Intelligence

Although artificial intelligence systems are increasingly used across a wide range
of applications, a significant portion of these systems have complex and opaque
decision-making mechanisms [13]. While deep learning-based models offer high
accuracy, their internal operating principles function as black-box systems, mak-
ing them difficult for humans to understand [14]. This problem is even more
important in the context of cybersecurity, as decisions made in this area directly
affect system security, data integrity, and organizational risks. A system’s in-
ability to explain its decisions leads to a lack of trust and makes it difficult for



security professionals to adopt these systems. Therefore, there is a need for
artificial intelligence systems that not only produce accurate results but also
explain these results in a meaningful way. This need is addressed under the
concept of eXplainable AT (XAI).

In this regard, a critical framework for explainable Al systems has been es-
tablished by the National Institute of Standards and Technology (NIST) [15].
NIST defines four fundamental principles for explainable Al systems: Ezplana-
tion, Meaningfulness, Explanation Accuracy, and Knowledge Limits as shown in
Figure 2.1.

The explanation principle requires systems to provide a rationale or support-
ing information for each output, while the meaningfulness principle means that
these explanations must be understandable to the user. Explanation accuracy
mandates that the explanations provided accurately reflect the model’s actual
decision-making process, while the knowledge limits principle requires systems
to be able to identify situations where they are unreliable and to know their
own limits of authority.

These principles demonstrate that explainability is not only a technical fea-
ture, but also a critical requirement in terms of trust, auditability, and regula-
tory compliance. Particularly, in the context of cybersecurity, these principles
enhance the traceability of decision-making processes and ensure that systems
are used more reliably.

01 Explanation

Systems deliver
accompanying evidence or
reason(s) for all outputs.

04 Knowledge
Limits 02 Meaningful

The system only operates XA' Systems provide

under conditions for which
itwas designed or when PRINCIPLES explanations that are
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Figure 2.1: Principles of XAI introduced by NIST.



2.4.1 Taxonomy of XAI

Over the years, numerous methods and approaches have been developed to
improve the explainability of artificial intelligence models, resulting in a com-
prehensive XAl taxonomy.

According to this taxonomy, one of the fundamental distinctions is between
transparent models and post-hoc explanatory methods [16]. Transparent or
interpretable models refer to systems whose decision-making mechanisms can be
directly understood by humans. In contrast, post-hoc approaches are additional
techniques developed to explain the behavior of complex black-box models after
training. These methods aim to provide interpretability without changing the
model structure.

Another important classification is based on model dependence. In this con-
text, XAI methods are divided into model-specific and model-agnostic methods.
Model-specific methods are developed for specific machine learning models and
generally require access to internal information such as the model’s weights or
structural parameters. In contrast, model-agnostic methods can be applied to
different machine learning models without requiring access to the model’s in-
ternal structure. This flexibility enables model-agnostic methods to be widely
used in various application areas.

XAI methods are also classified according to the scope of the explanation.
Global explanation methods aim to explain the overall behavior of the model
and the decision-making logic, while local explanation methods focus on the
estimated explanation generated for a specific sample. Global explanations are
generally used to understand the behavior of the model across the entire dataset,
while local explanations reveal why a particular decision was taken.

Furthermore, intrinsic and extrinsic explainability approaches are also de-
fined. Intrinsic approaches refer to models that are inherently interpretable,
such as decision trees or rule-based systems. Extrinsic or post-hoc approaches,
on the other hand, rely on the application of additional explanation mechanisms
after training to enable the interpretation of complex models.

Explainability is not only a technical characteristic: it is related to concepts
such as transparency, fairness, trust, usability, reliability, and causality. Trans-
parency refers to a system’s decision-making process being understandable and
traceable by the user. Fairness aims for the system not to discriminate between
different users or data groups and to produce unbiased decisions. Trust reflects
the confidence and comfort of users when interacting with and relying on the
system, while usability focuses on explanations being easily understood and used
by the target user. Reliability describes how resistant a system is to variations
in its inputs and parameters. Finally, causality aims for the model to be able to
explain not only relationships but also cause-and-effect connections. Especially
in cybersecurity applications, it is of great importance for security experts not
only to obtain accurate predictions but also to understand why these decisions
were made. Therefore, explainability is considered a critical requirement for
building trust and supporting human-machine collaboration.



2.4.2 XAI Frameworks

XATI frameworks are tools and methods aimed at explaining how artificial intel-
ligence models work and generating interpretable information about model be-
havior. The frameworks address different explanatory needs and differ in terms
of interpretability scope, model dependency, and explanation methodology.

Local Interpretable Model-agnostic Explanations (LIME) is a framework
that aims to generate local explanations for individual predictions [17]. It is
considered a model-agnostic method because it does not require access to the
internal structure of the model. This method observes the model’s behavior
by modifying the input data around a specific data sample. Then, an inter-
pretable model is trained on the newly generated samples to determine which
features contribute most to the prediction. LIME is widely used, particularly
for interpreting complex black-box models at the local level.

SHapley Additive exPlanations (SHAP) is another model-independent ex-
planatory method that focuses on calculating the contribution of each feature
to a given prediction [18]. This approach is based on Shapley values in coalition
game theory. In the SHAP method, each feature is treated like a player con-
tributing to the prediction, and the contribution of each feature to the model is
calculated mathematically. Thus, it is possible to explain more systematically
and fairly which features are more effective on a given prediction. Similar to
LIME, SHAP is considered a model-agnostic and post-hoc approach. However,
unlike the LIME method, tree-specific SHAP approaches such as TreeSHAP
do not require the creation of a local explanation model; instead, they use the
same mathematical function based on the tree structure to calculate the Shapley
values for each feature dimension.

The Anchors approach generates decision rules in an IF-THEN structure to
explain a specific prediction [19]. The goal of this method is to determine under
what conditions the model maintains a particular decision without changing
it. In other words, if changes in other features do not alter the model output
while certain features are preserved, those features are considered ”anchors”
for the prediction. To efficiently balance exploration and exploitation during
rule generation, the Anchors method frames the problem as a multi-armed ban-
dit formulation using the KL-LUCB algorithm, combined with a beam search
algorithm to identify the optimal rule with a minimum number of model queries.

LOcal Rule-based Explanations (LORE) is a post-hoc and model-agnostic
explanation framework that aims to generate rule-based local explanations for
black-box models [20]. In this method, artificial data samples are first created,
and then an interpretable decision tree is trained using these samples. The
trained decision tree is used to extract rules explaining the current decision and
counterfactual explanations showing how a different decision could be obtained.

Other domain-specific explanation methods have been proposed for partic-
ular machine learning tasks. For example, Gradient-weighted Class Activation
Mapping (Grad-CAM) provides visual explanations for convolutional neural net-
works by highlighting the image regions that contribute most to a prediction [21],
whereas CEM focuses on generating comparative explanations by identifying the
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features that support or contradict a classification outcome [22]. Although these
methods have demonstrated effectiveness within their respective application do-
mains, they are generally designed for specific model types and therefore have
more limited applicability than model-agnostic explanation frameworks such as
LIME and SHAP.

2.4.3 Evidence Traceability and Auditability

Explainability is commonly concerned with making the behaviour and outputs
of AT systems understandable. Post-hoc methods such as LIME and SHAP
address this problem by providing information about individual predictions and
the influence of their inputs. However, explaining an individual output does not
necessarily provide the information required to reconstruct how a decision was
reached.

In applications where decisions must be reviewed after they have been pro-
duced, it is also important to preserve the connection between a decision and the
evidence that supports it [23]. This leads to the concept of evidence traceability.
Evidence traceability concerns whether the factors involved in a decision can be
connected to their supporting evidence through a documented path. The focus
is therefore broader than the explanation of an isolated model output. It also
includes the preservation of information that allows the basis of a decision to be
inspected afterwards. A traceable decision record can support this process by
retaining links between the information available to the system and the decision
produced from it.

Provenance and lineage provide related mechanisms for maintaining these
links [24]. Provenance records information about the origin and processing
history of technical artifacts, while lineage represents relationships between ar-
tifacts across the processes that produce and transform them. In AT systems,
these mechanisms can be used to connect outputs with input data, transforma-
tions, model information, and operational records. Preserving such relationships
creates a reproducible technical trail that can be inspected to determine how the
information associated with a particular output was obtained and processed.

The preservation of this technical path is closely related to auditability. An
explanation may provide useful information about a model output without, by
itself, creating a complete record that can be verified afterwards. For this rea-
son, explainability artifacts can be complemented by provenance information,
audit logs, and other structured evidence. Connecting these elements allows
explanations to be associated with technical records that support later verifica-
tion rather than remaining isolated descriptions of model behaviour [25]. This
relationship becomes particularly important in regulated settings, where tech-
nical evidence may need to be linked to requirements and retained in a form
that supports inspection and oversight.

Evidence and context are also important when language models are used for
security-related assessment tasks. Language-model outputs can be sensitive to
the prompting strategy, and their limited interpretability and traceability can
make the basis of an output difficult to determine. They may also generate
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plausible information that is not correct. One way of addressing these limita-
tions is to provide external information that gives the model additional context
for the task. In cybersecurity assessment, this context can include structured
descriptions of the system together with external security knowledge used to
interpret them [11].

Providing relevant context does not by itself ensure that an assessment is
correct. Errors can also occur when relevant information is not retrieved or when
available information is not correctly combined during the assessment process.
It is therefore useful to distinguish between the availability of supporting infor-
mation and the ability to preserve and inspect its relationship with the resulting
output.

Consequently, evidence traceability complements conventional explainabil-
ity. Post-hoc explanation methods primarily provide information about model
behaviour or individual predictions, whereas evidence traceability concerns the
documented relationship between an output and the information supporting it.
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Chapter 3

Foundations of
Cybersecurity Compliance

Cybersecurity can be defined as the combination of technologies, processes,
practices, and protective measures used to safeguard information systems, net-
works, and data against cyberattacks, unauthorized access, damage, and disrup-
tion, while preserving the confidentiality, integrity, and availability of informa-
tion [26], [27]. Cybersecurity also involves managing security risks, establishing
governance processes, meeting regulatory requirements, and regularly review-
ing and improving security controls as threats and organizational requirements
change. Organizations are not only required to implement proper cybersecurity
measures, but they are also supposed to prove that the cybersecurity measures
being put in place meet relevant regulations and specific organizational require-
ments. In this chapter, the concept of cybersecurity compliance is analyzed by
exploring its fundamental concepts.

3.1 Cybersecurity

As modern society, critical infrastructure, and economies have become increas-
ingly reliant on computer networks and information technology, the importance
of cybersecurity has increased [28]. This increasing dependence has also made
cyber attacks more attractive to adversaries and extended their potential conse-
quences. As a result, cyber attacks have continued to increase in both frequency
and sophistication, highlighting the need for effective cybersecurity strategies to
protect digital systems and information assets.

Cybersecurity is generally concerned with understanding cyber threats and
developing appropriate defensive measures that protect digital systems and in-
formation assets against unauthorized activities. A fundamental objective of
cybersecurity is maintaining the three well-established security principles com-
monly known as the CIA triad: Confidentiality, Integrity, and Availability [29].
Confidentiality refers to preventing unauthorized disclosure of information, in-
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tegrity ensures that information cannot be modified or deleted without autho-
rization, while availability guarantees that systems and information remain ac-
cessible to authorized users whenever needed. These three security objectives
constitute the fundamental principles upon which cybersecurity mechanisms
and protection strategies are established.

Malicious software, commonly known as malware, has become one of the
primary instruments used by attackers to compromise digital systems. Malware
represents a broad category of attacks including spyware, viruses, Trojan horses,
worms, and bot executables. They are designed to compromise systems with-
out the owner’s knowledge and perform unauthorized activities benefiting an
attacker. Malware may spread through infected devices, malicious websites, de-
ceptive email attachments, removable media, or compromised network services,
enabling adversaries to target end-user devices, enterprise servers, networking
equipment, and even industrial control systems.

Historically, organizations mainly relied on perimeter defense models to de-
fend their information systems. This traditional approach focused on protecting
the organizational boundary through technologies such as firewalls, intrusion
detection systems, antivirus software, and access control mechanisms. Incom-
ing network traffic was inspected before reaching internal resources, while au-
thentication and authorization mechanisms limited access to authorized users.
Accountability mechanisms were also incorporated to detect misuse and sup-
port incident investigations. The effectiveness of traditional perimeter strategy
protection has gradually decreased as malware has evolved. Attackers have
developed sophisticated techniques capable of bypassing conventional security
controls by exploiting vulnerabilities across hardware, software, and network
layers or by abusing emerging technologies such as cloud computing, social
media platforms, smartphones, and critical infrastructure. Consequently, cy-
bersecurity defenses must continuously adapt to address emerging threats and
increasingly sophisticated attack techniques.

3.2 NIST Cybersecurity Framework

As cybersecurity risks have become increasingly complex, a structured approach
to manage and communicate those risks is required. The NIST CSF 2.0 provides
guidance to manage cybersecurity risks by defining a taxonomy of high-level
cybersecurity outcomes [30]. The framework is intended for organizations of
all sizes, sectors, and levels of cybersecurity maturity, and may be used to
understand, assess, prioritize, and communicate cybersecurity efforts. Instead
of describing how cybersecurity outcomes should be achieved, the CSF refers
users to complementary resources on practices and controls that can be used to
achieve the outcomes.

The framework consists of three main components: CSF Core, Organiza-
tional Profiles, and Tiers. The CSF Core defines a taxonomy of cybersecurity
outcomes that can be applied to manage cybersecurity risks. Organizational
Profiles describe an organization’s current or target cybersecurity posture in
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terms of these outcomes, while Tiers describe the level of rigor applied to cy-
bersecurity risk governance and management practices within an organization.

The CSF Core organizes cybersecurity outcomes into a hierarchy of Func-
tions, Categories, and Subcategories. These outcomes are not intended to serve
as a checklist of actions because the specific measures required to achieve them
depend on the organization and its operational context. Likewise, the order-
ing of Functions, Categories, and Subcategories does not represent either their
implementation sequence or their relative importance. Instead, the structure is
designed to support individuals responsible for operationalizing cybersecurity
risk management within an organization.

At the highest level, the CSF Core is organized into six Functions:

e Govern: Establishes the organization’s cybersecurity risk management
strategy, expectations, and policies, and provides the context for the re-
maining Functions.

e [dentify: Focuses on understanding organizational assets, suppliers, and
cybersecurity risks.

e Protect: Defines safeguards that reduce the likelihood and impact of cy-
bersecurity events.

e Detect: Addresses the timely discovery and analysis of potential cyberse-
curity attacks and incidents.

e Respond: Covers actions taken after cybersecurity incidents have been
detected.

e Recover: Focuses on restoring affected assets and operations following a
cybersecurity incident.

Although each Function addresses a different aspect of cybersecurity risk
management, the framework states that they should be implemented concur-
rently rather than sequentially.

The framework introduces Organizational Profiles and Tiers to support the
implementation of the CSF Core. Each organization creates at least one or both
of the following:

e Current Profile: Describes the cybersecurity outcomes that an organiza-
tion is currently achieving.

e Target Profile: Represents the outcomes selected to achieve its cybersecu-
rity risk management objectives.

Comparing the Current and Target Profiles helps organizations to identify
gaps between their current and desired cybersecurity outcomes and to develop
prioritized action plans for continuous improvement. CSF Tiers provide further
information about the maturity level of cybersecurity risk governance and man-
agement practices of an organization, ranging from Partial (Tier 1) to Adaptive
(Tier 4). The Tiers complement an organization’s existing risk management
methodology rather than replacing it.
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3.3 Cybersecurity Compliance

Cybersecurity compliance refers to the process by which organizations ensure
that their security practices, policies, and technical controls comply with ap-
plicable laws, regulations, industry standards, and internal requirements [31].
In modern digital environments, organizations are required to protect sensitive
data, maintain secure information systems, and demonstrate that their security
measures align with relevant legal and regulatory obligations. Therefore, com-
pliance is not limited to satisfying formal requirements but it also supports the
establishment of baseline security practices to reduce the likelihood of breaches
and to protect critical assets [32].

Within the broader cybersecurity context, compliance is closely related to
the concepts of Governance, Risk, and Compliance (GRC) [33].

e Governance: Ensures that organizational activities are aligned with strate-
gic objectives.

e Risk Management: Focuses on identifying, assessing, and mitigating po-
tential threats.

e (Compliance: Ensures adherence to applicable laws, regulations, and stan-
dards.

From this perspective, cybersecurity compliance plays a central role in con-
necting regulatory obligations with operational security practices. Effective
compliance requires organizations not only to meet legal requirements, but also
to integrate these requirements into their cybersecurity processes and maintain
appropriate security measures over time [34].

It is also important to distinguish cybersecurity compliance from cybersecu-
rity itself. Cybersecurity refers to the broad set of activities that aim to protect
information systems against threats, including risk management, incident re-
sponse, threat intelligence, and continuous monitoring [35]. Compliance, on
the other hand, focuses on demonstrating that specific requirements have been
satisfied. Although these two concepts are different, compliance can provide a
foundation for cybersecurity by requiring organizations to implement the neces-
sary controls, document security practices, and meet legal obligations. For this
reason, compliance should not be treated as a one-time checklist activity, but
rather as an ongoing commitment to pursuing security.

Security compliance provides a structured basis for assessing whether an or-
ganization’s security practices satisfy specified requirements [31]. In practice,
this involves translating regulatory, legal, or standards-based requirements into
organizational controls and examining whether these controls are implemented
and maintained. Activities such as risk assessments, policy reviews, audits, in-
cident response planning, and continuous monitoring can provide evidence for
this assessment. Compliance should therefore not be considered equivalent to
cybersecurity itself; rather, it provides a mechanism for evaluating and docu-
menting whether defined security requirements are being addressed within the
organization.
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Cybersecurity compliance also presents several challenges. Organizations of-
ten need to comply with multiple frameworks and standards at the same time,
such as NIST CSF, System and Organization Controls 2 (SOC 2), Center for
Internet Security (CIS) Controls, General Data Protection Regulation (GDPR),
Health Insurance Portability and Accountability Act (HIPAA), Payment Card
Industry Data Security Standard (PCI DSS), and Cybersecurity Maturity Model
Certification (CMMC) [36]. Since these frameworks evolve independently, dif-
fer in their objectives, scope, and implementation requirements, organizations
might face difficulties in interpreting abstract requirements, coordinating com-
pliance activities across different units, and dealing with resource constraints
to maintain compliance [37]. Another important challenge is the possible gap
between formal compliance and actual security needs. Compliance is sometimes
treated as a ”check-the-box” activity, where organizations focus primarily on
satisfying regulatory requirements rather than addressing their specific security
risks. This can create a false sense of security, since satisfying compliance re-
quirements does not always guarantee that an organization is fully protected
against evolving cyber threats [38].

3.4 Security Controls and Regulatory Frame-
works

The assessment of security compliance begins with identifying the security re-
quirements that are applicable to an information system or an organization [39].
Rather than being defined independently by individual organizations, these re-
quirements are generally established through regulations, directives, policies,
standards, and organizational objectives, and are implemented in practice by
security controls. According to the Office of Management and Budget (OMB)
Circular A-130 [40], a security control is defined as:

“The safeguards or countermeasures prescribed for an information
system or an organization to protect the confidentiality, integrity,
and availability of the system and its information.”

Similarly, NIST SP 800-53 describes security and privacy controls as safeguards
implemented to protect organizational operations, assets, individuals, and in-
formation systems from a diverse range of threats and risks. Furthermore, the
NIST standard states that these controls are obtained from mission and busi-
ness needs, as well as laws, directives, executive orders, regulations, policies,
and guidelines.

Rather than isolated requirements, security controls are documented within
standards and regulatory directives that specify the security measures to be im-
plemented to protect information and information systems. These documents
define mandatory requirements and procedures that organizations are expected
to follow. For example, the NATO Directive on the Security of Information
establishes mandatory provisions governing the classification, handling, dissem-
ination, transmission, storage, and destruction of NATO information, as well
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as procedures for reporting security breaches and releasing classified informa-
tion [41]. Consequently, compliance assessment involves evaluating whether the
security measures implemented in a target system satisfy the requirements spec-
ified by the applicable directive or standard.

The growing number of regulatory directives, standards, and organizational
policies has increased the complexity of managing security requirements origi-
nating from different sources. As a result, representing these security require-
ments in a structured and consistent manner has become increasingly important
to support systematic interpretation and compliance assessment. Standard-
ized control catalogs provide one means of organizing such requirements, while
machine-readable representations provide a means of structuring the associated
security information for automated processing and exchange. NIST SP 800-53
and Open Security Controls Assessment Language (OSCAL) address these two
aspects, respectively.

NIST Special Publication 800-53 is one of the most widely adopted security
control catalogs that provides a broad set of security and privacy controls to
manage risks for information systems and organizations [39]. Rather than serv-
ing only as a checklist of security requirements, the standard presents security
controls as part of an extensive approach to protect organizational operations,
assets, individuals, and information systems. To facilitate their implementation
and assessment, controls are organized into predefined control families, includ-
ing, among others:

e Access Control (AC),

o Audit and Accountability (AU),

e Configuration Management (CM),
e Incident Response (IR), and

System and Communications Protection (SC).

This organization enables related security requirements to be managed sys-
tematically and supports consistent processes for selecting, implementing, and
assessing security controls.

However, defining security controls alone is not sufficient to automate compli-
ance assessment processes. Throughout activities such as security planning, im-
plementation, assessment, authorization, and continuous monitoring, numerous
security-related documents are produced which maintain complex relationships
with one another [42]. Security plans, assessment plans, assessment results, and
policy documents must be traceable across the entire security lifecycle, while
assessment findings should be linked to system configurations and the security
controls being evaluated.

The work that motivated the development of OSCAL highlights that this
documentation ecosystem is inherently complex and security information is pri-
marily maintained in documents intended for human interpretation. Conse-
quently, automatic processing of security information and the ability of inter-
operability among different security tools remain significant challenges.
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To address these challenges, NIST developed the OSCAL format. OSCAL
is an open language and data model designed to represent security controls and
security assessment information in a machine-readable format. Instead of main-
taining security information solely as human-readable documentation, OSCAL
provides structured data models that facilitate the validation, exchange, and au-
tomated processing of security information across different tools and platforms.
To support interoperability, OSCAL adopts a metaschema-based approach ca-
pable of generating equivalent representations in XML, JSON, and YAML.
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Chapter 4

State of the Art

Recent advances in artificial intelligence, particularly large language models,
have increased the use of Al-based techniques in cybersecurity. Research has
explored their application to security operations, threat analysis, automated
assessment, explainability, and compliance-related tasks. This chapter presents
an overview of the state of the art in these areas through a review of recent
approaches proposed in the literature.

4.1 Rule-Based and LLM-Based Approaches in
Cybersecurity

Artificial intelligence systems in the field of cybersecurity have undergone a
major transformation over time [43]. Early AT applications mostly consisted of
rule-based systems relying on symbolic logic and predefined rules. While these
systems could produce effective results in specific and well-defined tasks, they
had critical limitations in adapting to changing threat environments, making
contextual inferences, and learning from data. With the development of machine
learning and deep learning approaches, Al systems have evolved into structures
that can learn from large datasets, improve their performance over time, and
analyze more complex patterns. Particularly with the emergence of generative
AT systems such as Large Language Models (LLMs), capabilities such as natural
language understanding, multi-step reasoning, and tool usage have significantly
improved.

4.1.1 Rule-Based Approaches

Rule-based systems are among the earliest applications in the history of artificial
intelligence and are often referred to as expert systems. These systems evalu-
ate data and events and produce results through predefined IF-THEN rules.
The rule engines in the system match information about the current situation
with these rules and trigger the relevant actions when the conditions are met.
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Rule-based approaches were applied early on, particularly in intrusion detection
systems (IDS), access control mechanisms, and basic network security solutions.

Rule-based applications have several important advantages. First of all,
they are strong in terms of interpretability; it is possible to track and under-
stand which rules and logical processes were used to generate decisions. They
also have a modular structure; rules can be added or modified independently.
Furthermore, specific constraints and requirements can be fully defined and en-
forced through rules, ensuring high accuracy.

A rule-based cognitive multi-agent architecture was developed in [44] for
proactive defense in cybersecurity. In this architecture, each agent focuses on
a specific task area and has specialized roles. For instance, a detection agent
detects potential threats by using a heuristic approach and symbolic logic, while
an analysis agent evaluates and prioritizes these threats. A response agent im-
plements countermeasures against the identified threats, while a learning agent
ensures continuous learning of the system by updating the rules with data ob-
tained from past events and inter-agent interactions. These agents collaborate
using symbolic inference mechanisms and a shared knowledge base, enabling
multi-step analysis and coordinated action processes. Furthermore, the mod-
ular structure of the system narrows the decision-making space and increases
operational manageability by limiting the scope of work for each agent. In con-
clusion, cognitive multi-agent architecture offers advantages in terms of explain-
ability and auditability. Since the system transparently presents the rules and
logical steps used to generate decisions, it allows security experts and auditors
to monitor the decision-making process.

Rule-based systems also present certain limitations. Scalability can be chal-
lenging since the number of required rules increases exponentially as domain
complexity increases. In terms of adaptability, rules must be manually updated
to meet changing requirements. Furthermore, rule-based systems are limited
in their ability to handle uncertainty. They may be insufficient in situations
requiring probabilistic reasoning. This situation has necessitated the develop-
ment of adaptive and learning systems against modern cybersecurity threats.
Consequently, while rule-based approaches offer the advantage of high explain-
ability and deterministic behavior, they remain limited in terms of flexibility and
adaptability, leading to the emergence of data-driven learning-based solutions.

4.1.2 LLM-Based Approaches

In recent years, LLLM-based systems have become increasingly relevant to cyber-
security applications. Unlike rule-based systems, these structures can perform
more flexible reasoning by combining natural language processing, contextual
reasoning, and multi-step planning capabilities, rather than simply applying
predefined rules.

One of the fundamental characteristics of LLM-based approaches is multi-
step reasoning [45]. Methods such as Chain-of-Thought (CoT) support com-
plex problem solving by structuring the reasoning process into intermediate
steps. This reasoning capability can complement the contextual understanding
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of LLMs when processing security information and performing tasks that require
multiple stages of analysis. The integration of LLMs into agentic frameworks
further extends these capabilities through mechanisms such as planning, mem-
ory, and tool use, allowing agents to participate in more complex and automated
security workflows. Another significant advantage of LLM-based approaches is
their ability to generalize to tasks without requiring task-specific retraining for
every new problem. Rather than introducing additional model training, the
approach is designed to elicit knowledge already embedded within the LLM
through role-based collaboration and multi-round reasoning.

Despite these advantages, there are various limitations and security risks
of LLM-based systems. First-generation LLM systems (Gen-1) operate in a
stateless manner [46]. Since these systems lack persistent memory, they cannot
transfer information from one query to another and can only perform reasoning
based on the information within the current prompt. Early LLM-based systems
mainly rely on internal pattern-matching processes without external verification
mechanisms. Therefore, tasks such as log inspection, CVE lookup, or sandbox
output analysis cannot be directly validated, which may result in highly confi-
dent but incorrect outputs. For this reason, Gen-1 systems are considered useful
for supporting tasks such as threat intelligence summarization, explanation gen-
eration, and text processing, rather than serving as fully autonomous decision-
making systems in high-risk cybersecurity environments. This structure creates
significant reliability problems because incomplete or ambiguous prompts may
lead the models to generate hallucinations or miss critical details [47]. In addi-
tion, even small prompt variations can produce substantially different outputs,
which negatively affects reproducibility and limits reliable automation.

In a study by Banerjee et al. [48], it is discussed that the hallucination
problem is not merely a temporary error, but a structural feature of the LLM
architecture. According to the study, hallucinations cannot be completely elim-
inated because training data is never entirely complete, information retrieval
processes always involve a certain probability of error, and intent classifica-
tion processes cannot be performed with complete accuracy. The article also
states that methods such as Retrieval-Augmented Generation (RAG), Chain-
of-Thought (CoT), uncertainty quantification, and fact-checking can reduce the
risk of hallucinations but cannot completely eliminate them. It is particularly
noted that even fact-checking mechanisms cannot provide 100% accuracy, and
models cannot fully predict their own production processes.

4.1.3 Comparative Analysis

Rule-based and LLM-based approaches address different operational require-
ments in cybersecurity environments. Rule-based systems are particularly effec-
tive in scenarios where security policies, workflows, and operational constraints
are clearly defined. Since these systems operate through deterministic rules,
they provide predictable and auditable behavior, which is especially important
for regulatory compliance and enforcing strict security policies. Therefore, rule-
based mechanisms continue to play an important role in tasks such as access
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control, policy enforcement, and safety constraint implementation.

In contrast, LLM-based systems can support cybersecurity tasks where con-
textual interpretation and adaptive processing of information are required. Un-
like symbolic systems that depend on predefined knowledge, LLM-based ar-
chitectures can process heterogeneous information sources and support more
flexible threat analysis processes. This capability becomes particularly impor-
tant in modern cybersecurity operations where human analysts must correlate
large volumes of alerts, logs, and threat intelligence data under time pressure.

Table 4.1: Comparison of Rule-Based and LLM-Based approaches based on [45],
[46].

Feature Rule-Based Systems LLM-Based Systems
Decision- Decisions are generated through pre- | Decisions can be generated through
Making defined rules contextual interpretation of the pro-
vided information
Adaptability | Limited adaptability to evolving con- | Can support adaptation to different
ditions task contexts
Applications | Rule-based detection, policy enforce- | Natural-language analysis, informa-
ment, and traditional automation tion extraction, decision support,
and security automation
Limitations Limited adaptability to dynamic and | May produce hallucinations and ex-
evolving conditions hibit limitations in interpretability
and reliability

The main differences between rule-based and LLM-based approaches are
summarized in Table 4.1. Yet, neither approach fully addresses all operational
requirements on its own. While rule-based systems may struggle with scalability
and adaptation to evolving threats, LLM-based systems introduce challenges
related to explainability, reproducibility, and reliability.

4.2 Explainability, Faithfulness, and Attribution
in LLM-Based Systems

Recent studies on explainability in Natural Language Processing have increas-
ingly examined whether model explanations faithfully represent the process un-
derlying a prediction. For example, Lyu et al. [49] review more than 110 ex-
planation methods from this perspective and identify faithfulness as a central
property of model explanations. In their analysis, an explanation is considered
faithful when it accurately reflects the reasoning process behind the correspond-
ing prediction. This property is distinguished from plausibility, since an expla-
nation may appear convincing to a user without accurately representing the
mechanism that produced the prediction. The authors emphasize that this dis-
tinction is particularly important because plausible but unfaithful explanations
can lead users to place unjustified trust in model outputs.
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The survey further shows that model explanations can take different forms
and operate at different levels. Predictions may be explained through input
features, examples, neurons, concepts, or interactions between features, while
the resulting explanations may be expressed through importance scores, visual-
izations, natural language, or causal graphs. Existing approaches are organized
into five main families: similarity-based methods, analysis of model-internal
structures, backpropagation-based methods, counterfactual intervention, and
self-explanatory models. Despite the large number of available methods, the
evaluation of faithfulness is identified as an open problem, since there is no
generally accepted standard for measuring whether an explanation accurately
represents the reasoning process of a model.

Traditional Explainable Artificial Intelligence methods have fundamentally
been developed for predictive models that produce a single output from a fixed
input. In these settings, explanation techniques such as SHAP and LIME aim
to identify the input features that contribute most to an individual prediction.
These assumptions become more difficult to apply to agentic Al systems, whose
behavior emerges through a sequence of observations, tool invocations, reason-
ing steps, and state updates rather than a single prediction [50]. Ultimately, the
purpose of explanation shifts from feature attribution to the complete execution
trajectory. The authors distinguish explainability for static prediction from ex-
plainability for agentic systems and emphasize that explanations should account
for action sequences, execution context, retrieved evidence, and state evolution.
Their experiments further show that although attribution-based methods pro-
duce stable explanations in static prediction tasks, they cannot reliably diagnose
execution-level failures in agentic workflows. Instead, trace-based explanations
based on execution logs are able to localize behavioral failures, such as incorrect
tool usage, state inconsistency, and unsuccessful recovery.

In [51], explainability is studied from a complementary perspective by in-
tegrating agentic Al with traditional XAI techniques. The proposed Agentic
XAI framework combines feature explanations based on SHAP with an LLM
that iteratively refines explanations through multiple reasoning rounds. Rather
than modifying the underlying prediction model, the framework focuses on im-
proving the quality of the generated explanations by repeatedly incorporating
additional analysis and contextual information. The results indicate that it-
erative refinement significantly improves explanation quality during the early
refinement rounds, however, excessive refinement leads to increasingly verbose
and less reliable explanations. Based on these findings, the authors identify
strategic early stopping as an important consideration for agentic XAl systems,
demonstrating that iterative refinement does not necessarily lead to continuous
improvements in explanation quality.

Another research direction investigates whether generated statements can
be traced to the information that supports them. Rashkin et al. [52] introduce
the Attributable to Identified Sources (AIS) framework for evaluating natural-
language generation with respect to identified source material. Rather than
evaluating generated text only as an isolated output, AIS assesses whether state-
ments concerning the external world can be supported by an independent source
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provided to the system. The framework therefore treats attribution as the accu-
rate use of source information to support generated text and relates this problem
to hallucination and faithfulness.

The AIS framework was evaluated across conversational question answering,
summarization, and table-to-text generation. These settings include both un-
structured source documents and structured tabular information, showing that
attribution can be examined across different forms of source material. The eval-
uation is based on determining whether a generated statement is corroborated
by the identified source, while complementary properties such as source quality
and fluency are treated separately. Human evaluation experiments reported by
the authors achieved moderate to high inter-annotator agreement, supporting
the feasibility of applying the framework across the considered generation tasks.

4.3 Compliance-as-Code and Automated Con-
trol Assessment

Automation of security-control assessment has been addressed by NIST through
a structured approach for evaluating implemented security controls. NIST IR
8011 introduces an approach for automating the assessment of controls from
NIST SP 800-53 by using the assessment procedures defined in SP 800-53A [53].
In this approach, security controls are decomposed into control items and corre-
sponding determination statements, which define the assessment objectives for
the parts of a control being examined. These determination statements can then
be verified through defect checks designed to support automated assessment. A
defect check is expressed as a test and provides a means of determining whether
the corresponding control item satisfies its assessment objective. A central part
of this approach is the comparison between the desired state and the actual state
of the assessed system. For automated assessment, both states are represented
as data so that the assessment system can identify the desired state applicable to
an assessment object, obtain the corresponding actual-state value, and compare
them without significant human intervention. NIST IR 8011 also recognizes
that the extent of automation depends on the control being assessed. While
many control assessments can be fully automated, others may only be partially
automated or may still require manual or procedural assessment methods.
More recent works have considered compliance-as-code as a means of con-
necting regulatory obligations, technical controls, and machine-readable evi-
dence. Nweke and Yeng [54] present a compliance-as-code approach for Al-
driven identity systems in which clause-level obligations are linked to stable
control identifiers, enforcement points, and required evidence types. The ap-
proach addresses changes in policies and system configurations by maintaining
these relationships as explicit traceability artifacts. The authors also define ev-
idence completeness over fixed monitoring windows using explicit evidence con-
tracts. Missing required evidence is therefore represented as a structured finding
rather than remaining an ambiguous absence of information. The implemen-
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tation combines policy-as-code enforcement using Continuous Integration (CI)
configuration testing, release-time provenance controls, runtime decision log-
ging, and an evidence graph that associates events and resources with control
identifiers, releases, and hashes. Assessment information is exported through
OSCAL packages, including Component Definition, System Security Plan, As-
sessment Results, and Plan of Action and Milestones artifacts. Evidence re-
sources referenced by these artifacts are associated with Secure Hash Algorithm
with a 256-bit digest (SHA-256), allowing their integrity to be checked after ex-
port. The approach was evaluated across four releases using two publicly repro-
ducible identity workloads. The reported results show that the prototype gen-
erates complete OSCAL packages with hash-linked evidence. Evidence gaps are
represented through automatically generated findings and remediation items.
The prototype also identifies evidence that falls outside the defined monitoring
window. The authors distinguish compliance-as-code from policy enforcement
alone, arguing that policy enforcement does not provide the traceability between
regulatory obligations, enforcement points, and assessment evidence required for
compliance assessment. Their approach therefore treats traceability, evidence
completeness, provenance, and machine-readable assessment output as explicit
parts of the compliance process.

Operational policy enforcement has also been studied through Policy-as-
Code approaches in cloud-native software-delivery environments. For example,
Nogueira and Resende [55] describe Policy-as-Code as an approach in which
governance requirements are expressed as executable policies that can be ver-
sioned, tested, reviewed, and automatically enforced. Their study uses Open
Policy Agent (OPA) [56] and its declarative Rego policy language to implement
a shared policy-definition layer across two enforcement stages. During Con-
tinuous Integration, Kubernetes manifests are evaluated using Conftest, while
the same Rego policies are applied at deployment time through OPA Gate-
keeper and Kubernetes admission control. The approach was evaluated using
29 Kubernetes manifests, 37 experimental scenarios, eight resource types, and
261 policy assertions. Within this experimental setting, the shared policy def-
initions were reused across both stages, and intentionally introduced insecure
configurations were detected without observing false positives or false negatives.
The study therefore provides empirical evidence that reusable Policy-as-Code
definitions can support consistent enforcement across complementary stages of
a cloud-native software-delivery pipeline.

Automated security-policy checking has also been examined directly at the
Infrastructure-as-Code level. Verdet et al. [57] study the implementation of se-
curity policies in Terraform configurations across Amazon Web Services (AWS),
Azure, and Google Cloud. Their analysis uses Checkov [58] and Tfsec [59], two
static analysis tools that provide predefined checks for evaluating the imple-
mentation of security policies in Infrastructure-as-Code configurations. The
authors map security policies derived from recognized industry frameworks to
corresponding checks supported by these tools and use them to analyze Ter-
raform files from 812 open-source GitHub projects. The study shows how
security-policy checks can be associated with concrete configuration patterns
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in Terraform and evaluated automatically through static analysis. It also iden-
tifies an important boundary of this form of automation: not every compliance
guideline can be translated into an identifiable configuration-level policy, and
the implementation and enforcement of available policies remain uneven.

These studies illustrate two operational forms of automated policy assess-
ment. Policy-as-Code enables governance requirements to be represented and
enforced as executable policies across software-delivery stages, while static anal-
ysis tools such as Checkov and Tfsec evaluate Infrastructure-as-Code configu-
rations through predefined security-policy checks. The methodology proposed
in this thesis considers these forms of technical assessment within a broader
evidence-grounded process that retains the regulatory requirement, standard-
ized security-control context, assessment objective, selected system observa-
tions, evidence source, and resulting compliance decision as part of the assess-
ment workflow.

4.4 Al-Driven Compliance Assessment

Recent studies have investigated the use of artificial intelligence to improve cy-
bersecurity auditing and compliance assessment [60]. Traditional cybersecurity
audits are highly dependent on manual activities for vulnerability identifica-
tion, security control evaluation, and compliance verification, which makes them
labor-intensive and time-consuming. As organizations continue to operate more
and more complex digital infrastructures while complying with multiple regula-
tory requirements, conventional auditing approaches have become progressively
more difficult to scale. Consequently, Al has been proposed as a means of
automating vulnerability detection and supporting compliance assessments to
improve both efficiency and accuracy.

Machine learning and natural language processing are identified as the two
main Al technologies applied to cybersecurity auditing. ML models can learn
patterns from historical security data to identify vulnerabilities and anomalies,
while NLP techniques can analyze regulatory documents, organizational poli-
cies, and compliance checklists to support compliance verification. NLP can
extract requirements concerning areas such as access control, data protection,
and reporting obligations, and can support the comparison of organizational
practices with regulatory requirements. These technologies enable organiza-
tions to adopt a more proactive approach to cybersecurity by accelerating audit
activities and assisting compliance assessment processes.

Legal compliance automation has also been examined from the perspective
of Requirements Engineering, where two main limitations in existing approaches
are identified [61]. First, many previous methods analyze legal artifacts sentence
by sentence, even though the interpretation of an individual sentence may de-
pend on definitions, preceding statements, or cross-references located elsewhere
in the document. Second, existing automation strategies generally focus on
classification, information extraction, semantic similarity, or predefined rules,
and do not provide explanations or justifications for compliance decisions. The
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authors classify earlier approaches into three main strategies: extracting meta-
data or semantic frames and applying predefined compliance rules; comparing
regulatory provisions through embeddings and semantic similarity; and using
encoder-only transformer models such as Bidirectional Encoder Representations
from Transformers (BERT) to classify which compliance rules are satisfied by a
given text.

Each of these strategies is associated with specific limitations. Metadata
and rule-based methods require substantial preparatory effort because the regu-
latory text must first be translated into a structured representation that can be
processed automatically. For example, one approach defines a conceptual model
comprising 56 GDPR-related metadata types and derives 23 completeness crite-
ria that specify which combinations of information must be present in a privacy
policy [62]. This process depends on a qualitative analysis of the regulation
and repeated validation with legal experts, while transferring the methodology
to another regulation or document type requires the corresponding conceptual
model and completeness criteria to be developed again. The authors estimate
that constructing these regulatory artifacts accounts for approximately 30—40%
of the effort required to replicate their methodology, with the remaining ef-
fort devoted to developing the automated solution. Consequently, changes in
regulatory requirements or the introduction of new concepts may require the
underlying metadata structure, criteria, and associated processing rules to be
revised.

Semantic-similarity-based methods reduce some of this dependence on man-
ually specified matching rules, but provide a comparatively rough basis for com-
pliance analysis. Semantic proximity between a regulatory requirement and a
contractual statement does not necessarily correspond to compliance. In the
GDPR case study presented in [63], some statements that satisfy a require-
ment receive low similarity scores because they express the required information
through document-specific entities, whereas other statements obtain relatively
high scores despite failing to satisfy the corresponding requirement. The prob-
lem becomes particularly important when a requirement contains several legally
relevant elements: a statement may mention only some of these elements and
therefore satisfy the requirement only partially, even though its overall wording
remains semantically close to the regulatory text. Finally, classification-based
approaches face a related limitation, since assigning a statement to a regula-
tory category indicates the presence of relevant content but does not establish
whether every component of a multi-part requirement has been fulfilled.

To overcome these limitations, a compliance assessment framework based
on generative LLMs is proposed. The framework analyzes regulatory text at
the paragraph level using zero-shot prompting, allowing the model to evalu-
ate compliance while generating textual explanations and justifications for its
decisions. The approach was evaluated in Data Processing Agreements under
the General Data Protection Regulation (GDPR). As a result, paragraph-level
context consistently outperformed sentence-level analysis across multiple LLMs,
and demonstrated the importance of preserving contextual information during
compliance reasoning. However, the authors describe their evaluation as pre-
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liminary and emphasize that further validation in different legal domains, as
well as expert evaluation of the generated justifications, is required before the
approach can be generalized.

Cybersecurity compliance is addressed from a different perspective by in-
tegrating Al, blockchain, and smart contracts for the enforcement of internal
security policies and the dynamic adjustment of security controls [64]. In the
proposed framework, security policies and compliance requirements are encoded
as executable smart contracts. Al processes cyber threat intelligence, identifies
threats and potential non-compliance, and informs decisions concerning security
control adjustments. The blockchain is used as an immutable ledger for record-
ing compliance checks, policy changes, Al decisions, and enforcement actions,
thus providing an auditable record of system activities.

The framework uses NIST Cybersecurity Framework and ISO27001 policies
and controls as references for defining internal compliance rules, while MITRE
ATT&CK is used as a source of threat and mitigation information. Threat
intelligence is processed using SecureBERT, and its contextual embeddings are
passed to a Random Forest classifier. The classified threats are then cross-
referenced with an internal policy database through a lightweight rule-based
engine. A decision tree determines the required action, and the corresponding
smart contract executes predefined measures such as disabling insecure proto-
cols, changing access permissions, updating firewall rules, or isolating affected
endpoints. Compliance checks and enforcement actions are recorded in Hyper-
ledger Fabric and aggregated into compliance reports.

The framework was evaluated in a simulated enterprise environment, where
it demonstrated improvements in both compliance enforcement effectiveness
and response time compared with a human-centric process. Yet, the authors
acknowledge that the framework mainly targets internal security policies and
identify the integration of external regulations, along with policy ambiguity and
blockchain interoperability, as key limitations and future research directions.

More recent studies have extended compliance automation beyond individ-
ual ATl models toward Agentic Al systems composed of multiple specialized
LLM-based agents. EUROCOMPLY is proposed as an agentic framework de-
signed to assess datasets and AI/ML pipelines against the GDPR, the EU Al
Act, and 3rd Generation Partnership Project (3GPP) standards throughout the
Machine Learning Operations (MLOps) lifecycle [65]. The framework orches-
trates multiple agents responsible for different compliance tasks and integrates
Retrieval-Augmented Generation (RAG) to support regulatory reasoning. To
improve the accuracy and traceability of compliance decisions, EUROCOMPLY
employs a dual retrieval strategy that combines vector-based retrieval for direct
regulatory queries with graph-based retrieval to capture relationships between
regulatory dependencies. Retrieved regulatory information is incorporated into
the compliance analysis to support the generation of structured, human-readable
compliance reports while reducing hallucinations through retrieval by grounding
the generated responses in a dedicated regulatory knowledge base.

This framework was evaluated using AI/ML telecommunications use cases
and assessed through both human experts and an LLM-as-a-Judge evaluation
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pipeline. The evaluation demonstrates the feasibility of applying Agentic Al
to the assessment of regulatory compliance. However, disagreements between
human experts and automated evaluation have also been observed, particularly
for complex compliance reports.

In summary, the literature demonstrates a clear evolution from traditional
Al-assisted compliance automation toward LLM-based reasoning. Neverthe-
less, these approaches focus mainly on legal regulations, organizational policies,
or Al governance frameworks, while comparatively limited attention has been
dedicated to cybersecurity compliance assessment based on structured security
control catalogs, evidence collected from real system artifacts, and transparent
evidence-driven reasoning.
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Chapter 5

Methodological Approach

This chapter presents the methodology developed for cybersecurity compliance
assessment. The proposed approach starts from cybersecurity requirements de-
fined by a directive or regulatory source and connects them with standardized
security controls and observable system evidence. Relevant system evidence
is associated with individual requirements to form grounded assessment cases,
which can be evaluated using different decision mechanisms. In addition to the
final compliance decision, the methodology considers the traceability and use of
supporting evidence, allowing the assessment process to be examined beyond de-
cision agreement alone. The chapter concludes by defining the measures used to
evaluate the individual stages of the approach and the structured representation
of the resulting assessment.

5.1 Cybersecurity Compliance Assessment

The proposed methodology defines a structured approach to cybersecurity com-
pliance assessment by connecting regulatory requirements with evidence ob-
tained from the system under assessment. The main objective of this method-
ology is to preserve a traceable relationship between the original regulatory
requirements, the evidence available in the assessed system, and the final com-
pliance decision. In fact, rather than evaluating regulatory requirements directly
from their textual descriptions, the methodology associates these requirements
with a standardized security-control context and relevant system observations.
The resulting grounded information is then evaluated using different decision
mechanisms.

The process begins with cybersecurity requirements extracted from the di-
rective under assessment. To provide a common context for the subsequent
assessment stages, these requirements are mapped to controls obtained from
a standardized security-control catalogue. Two mapping approaches are con-
sidered: a reference mapping defined by the NATO experts and an automated
mapping generated by a language model.
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After the mapping stage, each regulatory requirement is connected with
evidence describing the state of the system under assessment. The evidence is
obtained from system sources such as configuration data, infrastructure state,
and runtime information. Relevant properties extracted from these sources are
stored as structured system observations together with information identifying
their origin. This allows the evidence used in an assessment to be traced back to
the system source from which it was obtained. Evidence grounding determines
which of the available observations are relevant to a regulatory requirement and
its associated security-control context.

The evidence-grounding stage supports two observation-selection strategies:

1. Manual observation selection: Manually defined rules associate each
regulatory requirement with relevant system observations. These rules
provide the reference baseline for observation selection.

2. Language-model-based observation selection: A language model se-
lects system observations considered relevant to the regulatory require-
ment and its associated security-control context.

The two strategies provide alternative ways of selecting evidence from the
same set of available system observations. Their selections can therefore be
compared to examine the extent to which the automated approach agrees with
the manually defined reference.

The regulatory requirement, its mapped security-control context, and the
selected system observations form a grounded assessment case that is processed
by rule-based and language-model-based evaluators. The rule-based evaluator
applies explicit conditions to the available observations and serves as a determin-
istic baseline. The language-model-based approach evaluates the requirement
in relation to its security-control context and the available evidence. In addition
to the compliance decision, the language-model-based evaluator can provide an
explanation of the assessment and indicate the evidence considered in reach-
ing the decision. Both evaluators use the same decision space i.e., PASS, FAIL,
and UNKNOWN, which enables their outputs to be compared under a common
assessment setting.

An important aspect of the methodological approach is that the evaluation
does not only consider the correctness of the final compliance decision. In fact, a
correct decision alone does not show whether the supporting evidence has been
used appropriately. The methodological approach therefore also considers the
traceability of evidence and its consistency with the resulting assessment. For
language-model-based assessments, explanations and remediation suggestions
can also be examined independently from the predicted compliance state.

Figure 5.1 summarizes the proposed methodology together with its execu-
tion flow. As can be seen, the assessment process is subdivided into three
main stages: security-control mapping, evidence grounding, and compliance
evaluation. This separation supports independent comparison of expert and
language-model-generated mappings, manual and language-model-based obser-
vation selection, and rule-based and LLM-based compliance decisions.

32



Regulatory
Requirements

Requirement
Extraction

Security-Control
Mapping

Language-Model-

Expert Mapping Based Mapping

Reference System

Security-Control
Context

System
Observations

Grounded
Assessment Case

Language-Model-
Based Observation
Selection

Manual Observation
Selection

Compliance
Evaluation

LLM-Based
Evaluator

Rule-Based
Evaluator

OSCAL Assessment
Results

Figure 5.1: Main components and execution flow of the proposed methodology
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In what follows, the various components are described in detail with the
support of a running example concerning a regulatory requirement stating that
communication with an Internet-facing service must be protected in transit.
The requirement can be associated with a security control concerned with com-
munication protection. Evidence collection may provide a system observation
indicating whether transport encryption is enabled for the service, and evi-
dence grounding identifies this observation relevant to the requirement and its
security-control context. Compliance evaluation then uses the observed system
state to determine whether the available evidence supports the requirement.
This running example is used throughout the following sections to illustrate the
main stages of the methodology.

5.2 Security-Control Mapping

The security-control mapping stage establishes a connection between regulatory
requirements and controls from a standardized security-control catalogue. The
purpose of this stage is to provide a common security-control context for each
regulatory requirement before system evidence is associated with it. Regulatory
sources and security-control catalogues may organize and express their require-
ments at different levels of detail. Therefore, the methodology does not assume
a one-to-one correspondence between regulatory requirements and security con-
trols.

In the running example, the requirement concerning protection of Internet-
facing communication is associated with a security control addressing commu-
nication protection. The regulatory requirement expresses the obligation to be
assessed, while the mapped security control provides a standardized security
context for interpreting that obligation.

Before the mapping stage, the regulatory requirements are extracted from
the source directive and prepared for use in the assessment process. The orig-
inal identifier and description of each requirement are preserved so that the
assessment remains traceable to the corresponding requirement in the regula-
tory source.

The expert-defined and language-model-based mappings are maintained sep-
arately so that the automated mapping can be evaluated against the expert-
defined reference without treating model-generated mappings as authoritative.

5.2.1 Expert Mapping

The expert mapping establishes a reference association between regulatory re-
quirements and controls from a standardized security-control catalogue. Each
regulatory requirement is associated with one or more security controls that rep-
resent its relevant security context. If the catalogue distinguishes between base
controls and more specific control enhancements, this distinction is preserved in
the mapping.
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The expert mapping serves as the reference against which automated map-
ping can be evaluated. For each regulatory requirement, the mapped security
controls provide the security-control context used in the subsequent assessment
stages. The regulatory requirement and its associated security-control context
are therefore maintained as the assessment proceeds to evidence grounding.

5.2.2 Language-Model-Based Mapping

The second mapping approach uses a language model to associate each regula-
tory requirement with controls from a standardized security-control catalogue.
The mapping task is formulated as a closed-list selection problem rather than an
unrestricted search over the complete catalogue. For each regulatory require-
ment, the model receives the requirement identifier and description together
with a predefined set of candidate security controls. Each candidate is identi-
fied by its control identifier and title, and the model selects the controls that it
considers most relevant to the regulatory requirement.

The candidate set is determined according to the category associated with
each regulatory requirement. Categories may be identified, for example, through
prefixes in the requirement identifiers, with a separate set of candidate security
controls defined for each category. Where no category-specific set is available,
a generic candidate set can be used.

In the running example, the communication-protection requirement may be
presented to the language model together with a candidate set containing se-
curity controls related to communication protection, access control, and system
configuration. The model selects the control or controls most relevant to the
requirement.

Generated mappings are validated before they are accepted. Selections out-
side the permitted candidate set and duplicate identifiers are removed, while
outputs that do not contain a usable mapping are rejected. This process checks
the validity of the generated selection. The accepted language model mappings
are maintained separately from the expert mappings and are evaluated by com-
parison with the expert reference.

5.3 Evidence Grounding

The evidence-grounding stage connects each regulatory requirement with evi-
dence obtained from the system under assessment. System evidence is repre-
sented through observations describing security-relevant properties of the as-
sessed system. From the available observations, those relevant to a particular
regulatory requirement and its associated security-control context are selected
through either manually defined rules or a language-model-based selection ap-
proach. The regulatory requirement, its security-control context, and the se-
lected observations together form a grounded assessment case. Information
about the source of each selected observation is retained so that the evidence
used in the assessment remains traceable to the assessed system.
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In the running example, the evidence collection produces an observation
describing whether transport encryption is enabled for the Internet-facing ser-
vice. Evidence grounding associates this observation with the communication-
protection requirement because the observed property is relevant to determining
whether communication is protected in transit. The requirement, its security-
control context, and this observation then form the basis of the grounded as-
sessment case.

The separation between evidence collection and observation selection is in-
tentional. Evidence collection obtains security-relevant system properties and
represents them as system observations. Observation selection determines which
of the available observations are relevant to a particular regulatory requirement
and its associated security-control context. Compliance evaluation is performed
only after the relevant evidence has been selected and the grounded assessment
case has been formed.

5.3.1 System Evidence Collection

System evidence is collected from identifiable sources associated with the sys-
tem under assessment. These sources may provide information about system
configuration, infrastructure state, runtime state, or other security properties.
Relevant properties obtained during collection are represented as system obser-
vations.

Each observation retains information identifying the source from which it
is obtained. This allows the evidence used in later assessment stages to be
traced back to the assessed system. The collection process establishes the set
of available observations, from which relevant evidence is subsequently selected
for individual regulatory requirements.

In the running example, evidence collection may obtain information about
the configuration of the Internet-facing service and represent the relevant prop-
erty as a system observation indicating whether transport encryption is enabled.
The observation also retains information about the evidence source from which
this property was obtained.

Fach system observation describes the state of a security-relevant property
of the system under assessment. If the required system property cannot be ob-
served, the evidence is treated as unavailable. This distinction prevents missing
evidence from being interpreted automatically as evidence of non-compliance.

5.3.2 Observation Selection

Once the system observations have been collected, the grounding process de-
termines which observations are relevant to each regulatory requirement. The
methodology supports two observation-selection strategies: manually defined
observation rules and language-model-based observation selection. Both strate-
gies operate on the same set of available system observations established during
evidence collection.
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Manual observation rules define which system observations are relevant to
a regulatory requirement and its associated security-control context. Each rule
associates a regulatory requirement with one or more observations that provide
evidence for its assessment. Where assessment objectives are available, they
help identify the specific aspect of the associated security control addressed
by the selected evidence. An assessment objective describes a specific aspect
of a security control that can be examined during assessment. The manually
defined rules provide the reference observation selection used to evaluate the
language-model-based selection approach.

The second observation-selection strategy uses a language model to identify
the system observations relevant to a regulatory requirement. The model con-
siders the regulatory requirement together with its associated security-control
context and the set of available system observations. The model identifies the
most relevant observations from the available set for assessing the regulatory
requirement.

In the running example, a manual observation rule may associate the re-
quirement for protected communication with the observation describing whether
transport encryption is enabled. The rule therefore identifies this observation as
relevant evidence for assessing the requirement. For the same requirement, the
language-model-based approach performs this association automatically. Given
the communication-protection requirement, its security-control context, and the
available observations, the model may select the transport-encryption observa-
tion as relevant evidence.

After observation selection, a grounded assessment case is formed. It com-
bines the regulatory requirement, its associated security-control context, and the
selected system observations. If assessment objectives are used, they identify
the specific aspects of the associated security controls addressed by the selected
evidence.

5.4 Compliance Evaluation

Each grounded assessment case is evaluated to determine whether the available
system evidence supports the corresponding regulatory requirement. Evidence
grounding and compliance evaluation serve different purposes. Evidence ground-
ing identifies the system observations relevant to a regulatory requirement and
connects them with its associated security-control context. Compliance evalua-
tion interprets this grounded information and produces a compliance decision.

Two approaches are considered for compliance evaluation: a deterministic
rule-based evaluator and an LLM-based evaluator. Both operate on grounded
assessment cases but differ in how they interpret the available evidence. The
rule-based evaluator applies predefined decision criteria, whereas the LLM-based
evaluator interprets the regulatory requirement, security-control context, and
grounded evidence to determine a compliance decision.
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5.4.1 Rule-Based Evaluation

The rule-based evaluator applies predefined decision criteria to the system ob-
servations included in a grounded assessment case. The same criteria are applied
consistently across assessment cases, making the resulting decisions determin-
istic and reproducible. The relationship between the regulatory requirement,
its security-control context, and the relevant system observations is established
during evidence grounding. Therefore, the rule-based evaluation focuses on in-
terpreting the state represented by the selected evidence.

The rule-based evaluator combines the selected observations according to
predefined decision criteria. These criteria distinguish evidence that supports
the requirement, evidence that does not support it, and cases in which the
available evidence is insufficient to determine a decision.

In the running example, a predefined rule may determine how the observed
state of transport encryption contributes to the assessment of the communication-
protection requirement. Since the same decision criteria are applied each time,
the same grounded evidence produces the same assessment result.

5.4.2 LLM-Based Evaluation

The LLM-based approach evaluates the regulatory requirement using its as-
sociated security-control context and the evidence contained in the grounded
assessment case. The security-control context supports interpretation of the
requirement, while the selected system observations provide information about
the state of the system under assessment. Based on this information, the model
produces a compliance decision and can provide an explanation and remediation
guidance associated with that decision.

A distinction is maintained between contextual information and system ev-
idence. The security-control context supports the interpretation of the reg-
ulatory requirement, whereas the selected system observations represent the
evidence obtained from the system under assessment. The compliance decision
is therefore grounded in the selected observations rather than inferred from the
security-control context alone.

For the running example, the LLM-based approach interprets the communi-
cation protection requirement together with its security-control context and the
selected transport-encryption observation. The model uses the observation as
system evidence when producing its compliance decision and may also explain
how that evidence relates to the requirement.

For LLM-based assessments, the evidence referenced in the generated output
can be compared with the evidence contained in the grounded assessment case.
This makes it possible to examine whether the reported reasoning is based
on the evidence available to the model rather than considering only the final
compliance decision.

The two evaluation approaches support different forms of analysis. The rule-
based evaluator provides a reproducible evidence-to-decision procedure, while
the LLM-based evaluator can additionally produce explanations and remedia-
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tion guidance. Therefore, assessment quality can be examined not only through
the compliance decision but also through the model’s use of the grounded evi-
dence.

5.5 Evaluation Metrics

The proposed methodology is evaluated at several stages rather than only at the
final compliance decision since errors may arise during security-control mapping,
observation selection, or compliance evaluation. Separate measures are defined
to examine security-control mapping, observation selection, decision agreement,
evidence traceability, evidence use, and remediation output.

Compliance Decision Evaluation

The primary decision-level metric measures agreement between the evaluator
output and the reference label associated with the grounded assessment case.
For a control 7, an agreement is recorded when the evaluator decision is identical
to the corresponding reference label:

17 lfgl:yﬂ

A; = : (5.1)
0, otherwise,

where g; denotes the evaluator decision and y; denotes the reference label. The
overall reference agreement is then calculated as:

Zilil A;

N (5.2)

Reference Agreement Rate =

where NNV is the total number of evaluated assessment cases.

Mapping Evaluation

The language-model-generated security-control mappings are compared with the
expert-defined reference mappings at several levels. An exact-set comparison
alone may be too restrictive when a regulatory requirement can be associated
with multiple security controls or when a security-control catalogue distinguishes
between base controls and more specific enhancements. Four comparison levels
are therefore considered:

e exact match,
e direct overlap,
e base-control overlap, and

e family-level overlap.
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An exact match occurs when the language-model-based mapping contains
exactly the same security controls as the expert-defined reference mapping. The
order of the selected controls is not considered. If one or more controls are
missing or additional controls are selected, the mapping is not considered an
exact match.

A less restrictive comparison is the direct overlap, which occurs when the
language-model-based mapping and the expert-defined reference mapping share
at least one identical security control.

The base-control overlap normalizes control enhancements to their corre-
sponding base controls before comparison. Finally, family-level overlap com-
pares the broader control categories to which the mapped security controls
belong. This provides a less restrictive indication of whether the automated
and reference mappings place a regulatory requirement within the same general
security area.

For example, two mappings may select different security-control identifiers
while still referring to the same underlying base control or to controls within
the same security family. The different comparison levels distinguish these cases
from mappings that have no common security-control context.

Observation Selection Evaluation

Observation-selection measures how closely the observations selected by the lan-
guage model correspond to those defined in the manual observation rules. For
each regulatory requirement, similarity between the manually selected observa-
tion set Oyp; and the language-model-selected observation set Og is calculated
using the Jaccard similarity coefficient:

. |O]u n 05'|

OO =16, 004

(5.3)

A value of 1 indicates that both approaches selected the same observation
set, whereas a value of 0 indicates that they selected no common observations.
For example, if the manual approach selects three observations and the lan-
guage model selects three observations, with two observations shared by both
selections, their intersection contains two observations and their union contains
four. The resulting Jaccard similarity is therefore 2/4 = 0.5.

This metric measures agreement between the two observation selections
rather than establishing the correctness of either selection. A low Jaccard value
therefore indicates that the approaches rely on different system observations,
but does not by itself determine which selection is more appropriate for the
regulatory requirement.

Jaccard similarity is calculated for each regulatory requirement, and the
overall score J is obtained by averaging the individual similarity values:

_ 1 &
J:N;J,». (5.4)
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Evidence Traceability and Faithfulness

Reference agreement alone does not indicate whether an evaluator used the
grounded system evidence correctly. For this reason, the methodology also
examines traceability and evidence faithfulness. Table 5.1 summarizes the eval-
uation metrics.

Table 5.1: Metrics for evidence traceability and faithfulness

Metric What it Measures

Traceability Whether grounded evidence fields remain linked to the

rate assessment objectives associated with the selected secu-
rity controls

Decision— Whether the evaluator decision agrees with the decision

evidence consis- | directly implied by the grounded evidence

tency rate

Used-evidence
validity rate

Whether evidence identifiers reported by the evaluator
exist in the grounded evidence supplied to that case

Decisive- Whether the evaluator reports the evidence fields re-
evidence cover- | sponsible for a FAIL or UNKNOWN result

age rate

Explanation Whether the generated explanation contains statements
contradiction that conflict with the values of the grounded evidence
rate

The traceability rate is computed at the evidence-field level. For each as-
sessment case, grounded evidence fields are compared with the evidence-field
identifiers referenced by the selected assessment objectives. The rate is calcu-
lated as the number of matching evidence fields divided by the total number of
grounded evidence fields considered by the metric.

The decision—evidence consistency rate is computed over the assessment
cases containing grounded evidence. The evidence-derived decision is deter-
mined using a fixed precedence: the presence of any false observation results
in FAIL; the presence of an unavailable observation results in UNKNOWN; other-
wise, the presence of a true observation results in PASS. The rate is the number
of cases in which the evaluator decision matches this evidence-derived decision
divided by the number of non-empty assessment cases.

The used-evidence validity rate is computed over the evidence identifiers
reported in the evaluator’s used_evidence output. Each reported identifier is
compared with the grounded evidence fields supplied in the same assessment
case. The rate is calculated as the number of matching identifiers divided by
the total number of reported evidence identifiers.

The decisive-evidence coverage rate is computed for the assessment cases
containing decisive evidence. If one or more observations are false, all false ob-
servations are treated as decisive. If no false observation is present, unavailable
observations are treated as decisive. For each applicable case, the proportion of
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decisive evidence fields included in used_evidence is calculated. The final rate
is the average of these per-case proportions.

The explanation contradiction rate is computed over the non-empty assess-
ment cases using a deterministic pattern-based procedure. Predefined textual
aliases for evidence fields are located in the explanation, and the surrounding
text is checked for patterns inconsistent with the corresponding grounded evi-
dence value. The rate is calculated as the number of cases containing at least one
detected contradiction divided by the number of non-empty assessment cases.

Remediation Evaluation

Remediation output is evaluated using both end-to-end and conditional mea-
sures. The evaluation considers five aspects, namely: whether remediation is
provided when it is required by the reference decision, whether remediation is
generated when the evaluator produces a FAIL decision, whether the generated
remediation relates to the failing evidence and provides a specific recommenda-
tion, and whether remediation is unnecessarily produced when corrective action
is not required. Table 5.2 summarizes these measures.

Table 5.2: Metrics used to evaluate remediation output

Metric What it Measures
Remediation Whether remediation is provided for assessment cases
coverage rate with a FAIL reference decision

Conditional re- | Whether remediation is provided when the evaluator
mediation pres- | produces a FAIL decision

ence rate
Conditional re- | Whether remediation generated following an evaluator
mediation rele- | FAIL decision addresses the failing evidence

vance rate
Conditional re- | Whether remediation generated following an evaluator
mediation speci- | FAIL decision provides a sufficiently specific recommen-

ficity rate dation rather than a generic response
Unnecessary re- | Whether remediation is provided for assessment cases
mediation rate with a PASS reference decision

The remediation coverage rate is computed over assessment cases with a
FAIL reference decision. The rate is calculated as the number of these cases
containing non-empty remediation text divided by the total number of cases
with a FAIL reference decision. As an end-to-end measure, the rate may be
affected by disagreement at the compliance-decision stage.

The conditional remediation presence rate is computed over cases in which
the evaluator produces a FAIL decision. It is calculated as the number of these
cases containing non-empty remediation text divided by the total number of
evaluator-produced FAIL decisions.
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The conditional remediation relevance rate is computed over cases in which
the evaluator produces a FAIL decision and remediation is present. For each
case, the remediation text is checked for a textual reference to at least one false
evidence field using predefined aliases associated with the available evidence
fields. The rate is the number of cases satisfying this condition divided by the
number of evaluator-produced FAIL cases with remediation.

The conditional remediation specificity rate uses the same set of evaluator-
produced FAIL cases with remediation. Remediation is counted as specific when
it contains at least five words and does not contain any of the predefined generic
remediation phrases. The rate is calculated as the number of cases satisfying
these conditions divided by the number of evaluator-produced FAIL cases with
remediation.

The unnecessary remediation rate is computed over assessment cases with a
PASS reference decision. The rate is calculated as the number of these cases con-
taining non-empty remediation text divided by the total number of cases with
a PASS reference decision. Cases with an UNKNOWN reference decision are ex-
cluded from both the remediation coverage and unnecessary remediation rates,
since insufficient or unavailable evidence does not establish whether corrective
remediation is required.

These remediation measures are automated heuristic indicators intended to
provide repeatable checks of basic presence, evidence relevance, and specificity
properties within the proof-of-concept evaluation.

Referring to the running example, when the assessment identifies insufficient
protection of communication in transit, relevant remediation should address
the issue directly. A specific recommendation should also indicate a concrete
corrective action rather than provide only a generic instruction to review the
system configuration.

OSCAL Output Validation

The generated assessment-results representation is validated against the OS-
CAL assessment-results schema. This validation checks whether the generated
assessment results conform to the structure and data types defined by the OS-
CAL schema. This check verifies properties such as the expected document
structure, permitted fields, and data types. A successful validation confirms
that the generated representation conforms to the OSCAL schema.

43



Chapter 6

Experimental Setup

This chapter describes the environment and configurations used to evaluate the
proposed methodological framework by presenting the framework implementa-
tion, the reference system, the experimental dataset, the model configuration,
and the combinations of mapping, observation-selection, and evaluation meth-
ods used in the experiments.

6.1 Framework Implementation

The experimental framework is implemented as a set of Python components
organized around the main orchestration script, pipeline.py. The script pro-
vides the entry point for an experimental run and coordinates the loading of the
required inputs, the generation of grounded assessment cases, the compliance
evaluation, the metric computation, and the OSCAL export.

The implementation separates the main functions of the framework into
dedicated modules. Regulatory-text parsing and extraction are implemented
under the data module, while system-evidence collection and grounding are
implemented under system_evidence. The two compliance evaluators are im-
plemented under evaluators, and OSCAL result generation is handled sepa-
rately under oscal. NIST SP 800-53 assessment context is retrieved through
the NISTCatalog component from the local OSCAL representation of the NIST
catalogue.

The selected D/0048 requirements, D/0048-to-NIST mappings, observation-
selection rules, and collected system-evidence snapshots are prepared before the
assessment run and supplied to the pipeline as structured inputs.

A run is configured through command-line arguments specifying, among
others, the mapping file, observation-rule file, system-evidence file, evaluator
mode, and output run name.
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Table 6.1: Functionalities of the main software components of the proposed
experimental framework

Component Functionalities

pipeline.py Orchestrates assessment-case
generation, executes evaluator,
computes metrics, and optional
OSCAL export.
system_evidence/collect_evidence.py| Collects and normalizes evidence
from the reference system.
system_evidence/generator.py Constructs grounded assessment
cases from mappings, observa-
tion rules, and collected system
evidence.

nist_catalog.py Retrieves NIST SP 800-53 con-
trol and assessment-objective
context from the local OSCAL

catalogue.
evaluators/rule_based.py Implements deterministic com-
pliance evaluation.
evaluators/1llm based.py Provides the language-model-
based compliance evaluator in-
terface.
evaluators/metrics.py Computes  evaluation  and

traceability-related metrics from
assessment results.

oscal/ export_assessment_results.py| Transforms internal assessment
results into OSCAL Assessment
Results format.
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Assessment-Case Generation and Grounding

The central integration point between the regulatory, security-control, and system-
evidence layers is the SystemEvidenceGenerator. For each D/0048 require-
ment, this component first loads the corresponding mapping record and obtains
the assessment context for the mapped NIST controls through NISTCatalog.
The assessment context includes the NIST control information and the assess-
ment objectives used by the observation-selection rules.

Observation-selection rules are stored as structured JSON records. Each
rule identifies a system observation together with the NIST control and an
assessment-objective text fragment to which the observation is associated. Dur-
ing grounding, the generator resolves this objective against the assessment con-
text produced from the currently selected mapping. It then resolves the selected
observation identifier against the collected system-evidence snapshot.

The resulting grounded assessment case is represented as a structured record
containing the D/0048 requirement, its mapping, assessment context, grounded
evidence, evidence provenance, system snapshot information, and an evidence-
derived reference decision. The evidence supplied to the evaluator is represented
as a compact dictionary that associates observation identifiers with their values.
Provenance is retained separately for each selected observation and includes its
collection status, source-file reference, collection timestamp, and raw value.

Listing 6.1 shows an excerpt from the grounding implementation. For each
selected observation identifier, the generator retrieves the corresponding col-
lected observation, derives the value supplied to the evaluator, and retains the
associated provenance information. If the observation is missing or its collec-
tion status is not successful, the grounded value is represented as None, which
is serialized as null in the corresponding JSON artifacts.

Listing 6.1: Grounding selected system observations into evidence with prove-
nance

for observation_rule in rule.get(”observations”, []):
observation_id = observation_rule[”id” ]
observation = self.observations.get(observation_id)

if observation is None:

value = None
collection_status = " missing”
source = None
collected_at = self.system_evidence.get (" metadata” ,
{}).get(” collected_at”)
raw_value = None

else:
value = observation.get(”value”)
collection_status = observation. get
("collection_status”, ”error”)
source = observation.get(”source”)
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collected_at = observation.get(” collected_at”)

raw_value = observation.get(”raw_value”)
evidence [observation_id] = (

value if collection_status = ”"success” else None
provenance [observation_id] = {

?collection_status”: collection_status ,

”source”: source ,

?collected_at”: collected_at ,

"raw_value”: raw_value ,

Evaluation and Output Flow

After the grounded assessment cases have been generated, pipeline.py selects
the compliance evaluator according to the run configuration. The evaluator
interface receives a representation of the regulatory requirement containing its
mapping and assessment context together with the grounded evidence. This
common interface allows the same generated assessment cases to be processed
by either evaluator implementation.

The rule-based evaluator uses the grounded evidence directly to apply the
deterministic decision procedure described in Section 6.5. The language-model-
based evaluator uses the same evidence together with the regulatory require-
ment, mapping, and assessment context when constructing the model input.
The resulting evaluation is then attached to the corresponding assessment case.

Listing 6.2 shows the implementation in the main pipeline. The evaluator
receives the same grounded evidence representation independently of the se-
lected evaluation method. The returned evaluation is then stored together with
the mapping, assessment context, evidence, provenance, and evidence-derived
reference decision.

Listing 6.2: Evaluator invocation and assessment-result construction in the
pipeline
evaluation_control = {
xxcontrol ,
"mapping”: case.get (”mapping” ),
7 assessment_context”: case.get(” assessment_context”),
}
evaluation = evaluator.evaluate(evaluation_control ,
case ["evidence”])
results . append ({

”control”: control ,
”mapping” : case.get (" mapping” ),
7 assessment_context”: case.get(” assessment_context”),
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7evidence”: case[”evidence”],
7evidence_provenance”: case.

get ("evidence_provenance” ),

7system_snapshot”: case.get(”system_snapshot”),
7expected”: case.get(”expected”),

7evaluation”: evaluation ,

"match”: evaluation.get(” decision”) = case.
get (" expected”),

)

Listing 6.2 shows how the information required to trace the evaluator out-
put back to the grounded assessment case is preserved. The match field records
whether the evaluator decision agrees with the evidence-derived reference de-
cision; the corresponding aggregate measure is therefore treated as reference
agreement.

For each run, the generated assessment cases are first stored in generated._
dataset. json. After evaluation, the complete results are written to an evaluator-
specific evaluation results.json file. The same result objects are subse-
quently passed to the metric component, which produces the metrics. json
file. The result objects are also passed to the OSCAL exporter to generate the
assessment- results. json file.

Run outputs are isolated using separate run directories. In the experiment,
separate directories are retained for each combination of the five reference system
states and four experimental configurations, resulting in 20 separately stored
sets of experimental outputs.

6.2 Reference System

The experiments are conducted on a controlled reference system implemented
locally using Terraform and Docker that provides the environment from which
the system observations used in the compliance assessment are collected. The
reference system consists of an application service, a database, an Nginx reverse
proxy, Docker networks, and persistent storage. The choice of a local reference
system is motivated by its ability to make the system configuration and runtime
state directly available for inspection during the experiments. The reference sys-
tem configuration described in this section is used as the baseline experimental
state, denoted as SO in what follows. Four additional states (S1--S4) are de-
rived from SO through isolated changes to selected security-relevant properties,
as described in Section 6.4.

System Architecture

The reference system follows a container-based architecture composed of three
main services: a Flask application [66], a PostgreSQL database [67], and an
Nginx reverse proxy [68]. The services run in separate Docker [69] containers
and communicate through Docker networks. Docker is therefore used both to
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isolate the individual services and to define how communication between them
takes place.

The Flask application represents the application service under assessment.
It runs inside the compliance_app container and communicates with the Post-
greSQL database through an internal Docker network. PostgreSQL provides
persistent application storage through a dedicated Docker volume. In SO, the
application itself is not exposed directly on the host. Instead, external requests
pass through the Nginx reverse proxy, which forwards them to the Flask appli-
cation.

Two Docker networks are defined in the reference system. The compliance_
internal network connects Nginx, the application, and the database, while
Nginx is also connected to the compliance_external network. This makes
Nginx the externally accessible entry point, while the application and database
are not directly exposed.

Figure 6.1 illustrates the main components of the reference system and their
communication paths.

User/Assessor

PostgreSQL
Database

Figure 6.1: Architecture of the reference system in state SO

The infrastructure itself is defined using Terraform [70], an infrastructure-
as-code tool that represents infrastructure resources through declarative con-
figuration files. In this implementation, Terraform describes the Docker re-
sources required by the reference system, including the containers, networks,
and persistent volume. The Docker provider allows these Docker resources to
be represented as part of the Terraform configuration. In addition to making
the experimental infrastructure explicit, this representation provides infrastruc-
ture state and configuration information that can be inspected during evidence
collection.

Table 6.2 summarizes the technologies used in the reference system and their
roles in the experiment.
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Table 6.2: Main technologies and components of the reference system

Technology

Component

Role in the Reference System

Terraform

Infrastructure defini-

tion

Defines and manages the Docker
containers, networks, and persis-
tent volume used by the reference
system.

Docker

Container runtime

Provides isolated runtime en-
vironments for the application,
database, and reverse proxy.

Flask

compliance_app

Provides the application service
under assessment and exposes the
application health endpoint.

PostgreSQL

compliance_database

Provides persistent database stor-
age for the application.

Nginx

compliance nginx

Acts as the externally accessi-
ble reverse proxy and forwards
requests to the application con-
tainer.

Docker net-
works

compliance_internal,
compliance_external

Separates internal service commu-
nication from the network used by
the externally accessible reverse

proxy.

Docker vol-
ume

Database volume

Provides persistent storage for the
PostgreSQL container.
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Implementation and Runtime Configuration

The application image is built locally as compliance-app:latest. Inside the
container, the Flask application runs on port 5000. Nginx listens on port
80 inside its container, which is published on the host as port 8080. Re-
quests received by the reverse proxy are forwarded to the Flask application at
http://compliance_app:5000. The application is therefore accessed through
Nginx rather than by exposing the Flask container directly.

The application also provides a health endpoint that returns a simple health-
status response. This endpoint is exposed through Nginx at http://localhost:
8080/health and is used during evidence collection to determine whether the
application is reachable.

In SO, the reverse proxy is exposed through HTTP on port 80 and no TLS-
enabled listener is configured. The corresponding system observation is therefore
tls_configured=false. TLS is enabled separately in state S1 as one of the
controlled modifications of the baseline system.

The main runtime settings are summarized in Table 6.3.

Table 6.3: Runtime configuration of the reference system in state SO

Configuration Item Setting

Application image compliance-app:latest
Application container port 5000

Application runtime user appuser (non-root)

Database image postgres:16-alpine
Reverse-proxy image nginx:1.27-alpine

Nginx container port 80

Host-exposed port 8080

Nginx upstream http://compliance_app:5000
Health endpoint http://localhost:8080/health
Internal network compliance_internal
External network compliance_external
Infrastructure provider kreuzwerker/docker (73.0)

6.3 Experimental Dataset

The system observations are derived from several sources associated with the
reference system. These include Terraform state and plan information, Docker
container and network state, Nginx configuration, application health endpoint,
and compliance-related artifact files stored with the application configuration.

Terraform information is obtained from the structured output of the Ter-
raform state and plan commands. Docker runtime information is collected by
inspecting the application, database, and reverse-proxy containers together with
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the configured networks. The Nginx configuration is read directly from the ref-
erence system configuration, while application availability is checked through
the health endpoint. Additional compliance-related properties are read from
JSON artifact files maintained within the reference system. Source snapshots
are retained before the individual system observations are derived from them.

The experimental dataset consists of 30 regulatory requirements selected
from NATO D/0048 [71] and 57 system observations. The requirements were
selected based on their applicability to the technical properties observable in
the containerized reference system and through the available evidence sources.
Consequently, the selected set focuses on requirements that can be examined us-
ing machine-collected technical evidence. The selected regulatory requirements
cover eight security measure groups: Protection of Services (POS), Identity
and Access Management (IAM), Configuration Management (CM), Logging,
Continuous Monitoring and Audit (LMA), Incident Response (IR), Continuity
Planning (CP), Protection of Software (PSW), and Data Protection (DA). Their
distribution is presented in Table 6.4.

Table 6.4: Distribution of D/0048 regulatory requirements used in the experi-
ment

Prefix D /0048 Security Measure Group Requirements
POS Protection of Services 6

TIAM Identity and Access Management 7

CM Configuration Management 5

LMA Logging, Continuous Monitoring and Audit 5

IR Incident Response 2

CP Continuity Planning 2

PSW Protection of Software 2

DA Data Protection 1

Total 30

The same set of 57 observation identifiers is used across the five reference
system states. When a system property is successfully determined, its observa-
tion value is represented as true or false. A value of true indicates that the
observed property is present or enabled, whereas false indicates that the prop-
erty was observed to be absent or disabled. When the corresponding evidence
is unavailable, the observation value is represented as null.

The values of the observations vary according to the state of the reference
system. In each state, 54 observations have a successful collection status and
three observations have the status not_collected. The resulting distribution
of observation values is shown in Table 6.5.

The three observations represented as null are application_health_end-
point _reachable, runtime matches_terraform_configuration, and base-
line verification matches _runtime. These observations remain unavailable
in all five reference system states. Their null values originate from the evidence-
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Table 6.5: Distribution of system-observation values across reference system
states

State true false null Total
S0 48 6 3 57
S1 49 5 3 57
S2 47 7 3 57
S3 47 7 3 57
sS4 46 8 3 57

collection process. They are preserved during grounding and they are not in-
troduced by manually modifying the generated assessment cases.

The remaining differences in observation values result from the controlled
changes made to the reference system. These state-specific changes are described
in Section 6.4.

6.4 Controlled Reference System States

As already stated, the experiments consider five controlled states of the refer-
ence system, defined as S0--S4. State SO corresponds to the reference system
configuration described in Section 6.2. Each of the S1--34 states introduces an
isolated change to a selected security-relevant property of S0. The states are
not cumulative; each modified state is derived independently from SO while the
remaining experimental variables retain their SO values.

The states are defined through state-specific Terraform variable files. These
files modify the deployed reference system configuration rather than directly
modifying collected observations or compliance decisions. After a state is ap-
plied, the standard evidence-collection process is executed against the resulting
system. The resulting state-specific evidence snapshot is then used as input to
the assessment pipeline. This design allows changes in the deployed system to
propagate through evidence collection and grounding to the resulting compli-
ance decision.

Table 6.6 summarizes the five states and the security-relevant changes intro-
duced in each case.

The state definitions do not directly assign values to these observations.
Instead, the corresponding system properties are changed in the deployed refer-
ence system and subsequently observed by the evidence collector. For example,
enabling TLS in S1 changes the collected value of tls_configured from false
in SO to true in S1. Similarly, 82, S3, and S4 introduce changes in network
exposure, application runtime privileges, and restart-policy configuration, re-
spectively.

Within each reference system state, the same state-specific evidence snapshot
is used by all four experimental configurations. Consequently, differences be-
tween Configurations A—D within a state result from the mapping, observation-
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Table 6.6: Controlled reference system states used in the experiments

State | Description Configuration Affected Observa-
Change tion(s)
S0 Baseline Reference system con- | None
figuration described in
Section 6.2
S1 TLS enabled TLS is enabled at the | tls_configured
Nginx reverse proxy
S2 Application The application is di- | application _not
publicly  ex- | rectly exposed outside | _publicly_exposed
posed the internal network
S3 Application The application con- | application_runs_as
running as | tainer is configured to | _non_root
root run as root
sS4 No restart pol- | The application | application_restart
icy restart policy is re- | _policy_configured,
moved all_containers_restart
_policy_configured

selection, or evaluation method rather than from differences in the underlying

collected system state.

6.5 Model Configuration

The language-model-based components of the experiments are implemented us-
ing Qwen/Qwen2.5-1.5B-Instruct. The same model was used for three tasks
in the experimental pipeline:

e mapping D /0048 regulatory requirements to relevant NIST SP 800-53 se-
curity controls,

e generation of observation selection rules, and
e language-model-based compliance evaluation.

A single model is used across these stages to keep the model choice fixed
throughout the proof-of-concept implementation. The model was selected as a
relatively small open-weight model that can be executed locally, allowing the
language-model-based stages to operate without sending regulatory information
or system evidence to an external model service.

The model is loaded locally using the Hugging Face Transformers library [72].
The mapping and observation-selection tasks use the Transformers text-generation
pipeline with automatic device placement. For compliance evaluation, the model
and tokenizer are loaded through AutoTokenizer and AutoModelForCausalLM.
The compliance evaluator is executed on the CPU using torch.float32.
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Deterministic generation is used in all language-model-based stages by set-
ting do_sample=False, which disables stochastic token sampling. The out-
put length is not dynamically tuned during the experiments; instead, a fixed
max_new_tokens value is assigned to each task based on the expected structured
JSON output. Mapping uses 180 tokens, since it returns one to three NIST iden-
tifiers and a short rationale. Observation selection uses 220 tokens, since it can
return up to three observation-objective links. Compliance evaluation uses 320
tokens, since the response includes a decision, used evidence, explanation, and
remediation. These values are kept constant across all final runs.

Table 6.7 summarizes the model configuration used for the three model-based
tasks.

Table 6.7: Configuration of the model-based tasks using Qwen2.5-1.5B-Instruct

Task Maximum New Tokens | Sampling
NIST control mapping | 180 Disabled
Observation selection 220 Disabled
Compliance evaluation | 320 Disabled

For NIST control mapping, the model receives a D/0048 requirement to-
gether with a restricted set of candidate NIST controls. It selects the controls
considered relevant to the requirement and returns the corresponding control
identifiers.

For observation selection, the model receives the mapped assessment context
together with the identifiers of the available system observations. Its task is to
identify the observations that are relevant to the assessment.

For compliance evaluation, the model receives the grounded assessment case,
including the regulatory requirement, its security-control context, and the se-
lected system evidence. It produces a compliance decision together with an
explanation, the evidence used, and remediation guidance where applicable.

The mapping and observation-selection tasks are implemented using the
Transformers text-generation pipeline with automatic device placement. The
compliance evaluator loads the same model directly by AutoModelForCausallM
and is configured for CPU execution.

The rule-based evaluator applies the same decision procedure to all grounded
assessment cases. Its decision is derived from the values of the selected system
observations, which may be true, false, or null. Table 6.8 summarizes the
implemented decision logic.

A false observation takes precedence over unavailable evidence and there-
fore results in a FAIL decision even if another selected observation has the value
null. If no false value is present but at least one selected observation is null,
the evaluator returns UNKNOWN. If no grounded evidence is available, the decision
is also UNKNOWN. A PASS decision is produced only when all selected evidence
values are true. Requirement-specific thresholds, weights, or exceptions are not
applied, in order to keep the rule-based evaluation deterministic and consistent
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Table 6.8: Decision logic implemented by the rule-based evaluator

Evidence Condition Decision
No grounded evidence is available UNKNOWN
At least one selected evidence value is false FAIL

No false value exists, but at least one selected evidence | UNKNOWN
value is null
All selected evidence values are true PASS

across the assessed requirements.

For the language-model-based stages, separate prompt templates are used
for security-control mapping, observation selection, and compliance evaluation.
The same prompt templates are used across all five reference-system states. The
complete prompt templates are provided in Appendix A.

6.6 Experimental Configurations

Four configurations are used in the experiments. They differ in the source of the
D/0048-to-NIST mapping, the method used to select system observations, and
the compliance evaluator. All four configurations assess the same 30 D/0048
regulatory requirements. Within each reference system state, the four configu-
rations use the same state-specific system-evidence snapshot.

The four combinations used in the experiments are shown in Table 6.9. For
clarity, the four experimental configurations are referred to as Configurations
A-D throughout the remainder of the thesis.

Table 6.9: Configurations used in the experiments

Configuration| Mapping Observation Evaluator
Selection

A Expert Manual Rule-based

B Expert Manual Language-
model-based

C Model-generated Model-generated | Rule-based

D Model-generated Model-generated | Language-
model-based

Configurations A and B use the expert-defined D/0048-to-NIST mapping
and the manually defined observation rules. They differ only in the compli-
ance evaluator. Configurations C and D use the D/0048-to-NIST mapping and
observation rules generated by the language model.

Each of the four assessment configurations is executed against each of the
five reference-system states described in Section 6.4, resulting in 20 experimen-
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tal runs. Within a given state, the collected system-evidence snapshot is held
constant across Configurations A—D, while the mapping, observation-selection,
and evaluation components vary according to the configuration.

6.7 Output and Validation

Each experimental run produces an assessment dataset containing the grounded
assessment cases and the corresponding compliance-evaluation outputs. For
each D/0048 requirement, the stored result includes the associated NIST map-
ping, the assessment context, the selected system evidence and its provenance,
the reference decision, and the decision produced by the evaluator. The outputs
required for computing the evaluation measures are stored separately from the
assessment data.

In addition to the experiment-specific output, each run produces an OSCAL
assessment-results document. Each document contains the 30 assessment cases
included in the corresponding experimental run.

OSCAL Assessment-Results Representation

The OSCAL output represents the main elements of the assessment using the
assessment results model. The NIST controls associated with the D/0048 re-
quirements are included as reviewed controls. Grounded system evidence is
represented through OSCAL observations, with the observed value stored as a
property of the corresponding observation. Information about the source of each
observation is also retained in the OSCAL output, preserving the link between
the assessment result and the underlying system evidence.

For each assessed D /0048 requirement, the OSCAL output contains a finding
representing the result of that assessment. The D/0048 requirement identifier
is retained as a property of the corresponding assessment records, and the com-
pliance decision is represented through the status associated with the assessed
NIST control. PASS decisions are represented as satisfied, while FAIL deci-
sions are represented as not-satisfied. Decisions for which compliance cannot
be determined are also represented as not-satisfied with explicit properties
indicating that the internal assessment decision is UNKNOWN and that the result is
undetermined due to unavailable or insufficient evidence. Explanations, remedi-
ation information, and undetermined-case remarks produced during compliance
evaluation are included in the finding remarks when available.

The generated document uses the OSCAL structures required to represent
the assessment results, including reviewed controls, observations, findings, find-
ing targets, relevant evidence, and back-matter resources.

Schema Validation

The generated OSCAL representation is checked against the OSCAL assess-
ment results schema oscal_assessment-results_schema. json, version 1.2.2.
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This validation checks whether the generated JSON document conforms to the
structure and data constraints defined by the OSCAL schema.
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Chapter 7

Experimental Results

This chapter presents the experimental results obtained from the evaluation of
the proposed proof-of-concept framework. The evaluation is intended to exam-
ine the behaviour and feasibility of the proposed assessment approach under the
defined experimental conditions. Notably, the chapter examines the effects of
the controlled reference system states on the resulting assessments, compares
the rule-based and language-model-based compliance evaluators, and reports the
results for security-control mapping and observation selection. An evaluation of
evidence traceability, faithfulness, and the remediation guidance produced by
the language-model-based evaluator is also presented.

7.1 Effects of the Controlled Reference System
States

The first set of experiments examines how the controlled changes introduced
in the reference system are reflected in the collected system observations and
in the resulting compliance assessments. This evaluation is important because
an evidence-grounded assessment framework should remain sensitive to rele-
vant changes in the actual state of the assessed system. By introducing isolated
changes to selected security-relevant properties, it is possible to trace whether
each change is captured by the evidence-collection process and whether it prop-
agates through grounding to the corresponding assessment results.

As described in Section 6.4, five reference system states are considered. SO
represents the baseline configuration, while S1--S4 introduce an isolated modi-
fication to one security-relevant property of S0. The states are not cumulative.
Consequently, the results for each modified state can be compared with the
baseline to identify the effects of the corresponding system change.

It is important to recall that the same 57 system-observation identifiers are
retained across the five reference system states. In each state, 54 observations
are successfully collected and three remain unavailable (see Table 6.5). The
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distribution of true and false values changes according to the controlled mod-
ification introduced in each state.

These changes in observation values correspond to the intended modifications
of the reference system. In S1 state, enabling TLS changes tls_configured to
true. In S2 state, directly exposing the application sets application not_
publicly_exposed to false. Similarly, in S3 state, configuring the application
container to run as root sets application_runs_as_non_root to false. Finally,
removing the restart policy in S4 state sets application_restart_policy_
configured and all_containers_restart_policy_configured to false. The
three unavailable observations remain represented as null in all five states.

To examine how these changes affect the assessment results, the expert map-
ping and manually defined observation-selection rules are kept fixed across the
five reference system states. Therefore, Configurations A and B use the same
grounded assessment cases, differing only in the compliance evaluator applied
to them. Table 7.1 presents the distribution of the evidence-derived reference
decisions for this path.

Table 7.1: Evidence-derived reference decisions for the expert mapping and
manually defined observation selection assessment path

State | PASS | FAIL | UNKNOWN | Total
S0 21 6 3 30
S1 22 ) 3 30
52 19 8 3 30
S3 19 8 3 30
S4 20 7 3 30

It is important to note that the changes in the reference-decision distribu-
tions can be traced to specific requirements and observations. Table 7.2 reports
the requirements whose evidence-derived reference decision changes with respect
to the SO baseline.

Table 7.2: Reference-decision changes caused by the controlled system modifi-
cations with respect to the baseline

State Requirement La- | Baseline State | Modified-State
bel Decision Decision

S1 POS-A FAIL PASS

52 POS-B PASS FAIL
POS-C PASS FATL

S3 IAM-A PASS FAIL
IAM-B PASS FAIL

sS4 POS-D PASS FAIL

In 81, enabling TLS produces the only observed transition from FAIL to
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PASS. Specifically, requirement POS-A, which concerns the use of TLS, is affected
by the change in tls_configured from false to true. Its reference decision
therefore changes from FAIL to PASS, increasing the number of PASS reference
decisions from 21 to 22.

In S2, the change in application exposure affects requirements POS-B and
POS-C. Both requirements use application not_publicly_exposed as selected
evidence. When this observation changes from true to false, both reference
decisions change from PASS to FAIL, resulting in 19 PASS and 8 FAIL reference
decisions.

In 83, running the application container as root affects requirements IAM-A
and IAM-B, concerning privileged-account use and the principle of least privilege.
For both requirements, application_runs_as non_root is selected as evidence
and changes from true to false. Consequently, both reference decisions change
from PASS to FAIL.

In S4, removal of the restart policy affects requirement POS-D, which con-
cerns the management of virtual machines and containers throughout their life-
cycle. The selected observation all_containers_restart_policy_configured
changes from true to false, causing the reference decision to change from PASS
to FAIL. This results in 20 PASS and 7 FAIL reference decisions.

The three UNKNOWN reference decisions remain unchanged across all five
states. They correspond to requirements CM-A, CM-B, and LMA-A. For CM-A,
the observation runtime matches_terraform_configuration remains unavail-
able, while CM-B is associated with the unavailable observations baseline_
verification matches runtime and runtime matches terraform_
configuration. For LMA-A, application_health_endpoint_reachable remains
unavailable. Since these observations remain unavailable throughout the five
reference system states, the corresponding assessment cases remain UNKNOWN.

Across the five states, the expert/manual assessment path produces 150
requirement—state assessment cases: 101 PASS, 34 FAIL, and 15 UNKNOWN. These
cases are not treated as 150 statistically independent samples, since the same
30 regulatory requirements are evaluated repeatedly across five controlled states
of the same reference system. The additional states are useful for the proof-of-
concept because they allow the assessment process to be exercised under differ-
ent system conditions rather than only against a single configuration. In partic-
ular, the controlled modifications make it possible to verify whether changes in
security-relevant system properties are captured by the collected observations
and propagated through the grounding process to the corresponding compli-
ance decisions. They therefore provide evidence that the proposed framework
can respond to changes in the assessed system while preserving the relationship
between the system state, the supporting evidence, and the resulting decision.
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7.2 Rule-Based and Language-Model-Based Eval-
uation

This section examines the decisions produced by the rule-based and language-
model-based evaluators. Evaluating their behaviour is important because the
final compliance decision is the outcome of the mapping, observation-selection,
and evidence-grounding stages. The comparison therefore examines whether
the resulting evaluator decisions remain consistent with the decisions supported
by the grounded evidence.

The analysis considers the four experimental configurations introduced in
Section 6.6. Configurations A and C use the rule based evaluator, whereas
Configurations B and D use the language-model-based evaluator. For each con-
figuration, the same 30 regulatory requirements are evaluated across the five
controlled reference system states, resulting in 150 requirement-state assess-
ment cases per configuration. For each assessment case, a reference decision is
derived from the grounded evidence using the deterministic decision rules de-
fined in Section 5.4.1. Specifically, the reference decision is FAIL when at least
one selected observation is false, UNKNOWN when no observation is false and
at least one is unavailable, and PASS when all selected observations are true.
Reference agreement, as defined in Section 5.5, then indicates whether the deci-
sion produced by the evaluator matches this evidence-derived reference decision.
Table 7.3 summarizes the resulting evaluator decisions and reference agreement
across the five reference system states.

Table 7.3: Aggregate compliance evaluation results across the five reference
system states

Config. | Reference Evaluator Reference
Decisions Decisions Agreement

A 101 /34 /15 | 101 /34 /15 | 100%

B 101 /34 /15 | 136 /14 /0 | 76.67%

C 116 /34 /0 | 116 /34 /0 | 100%

D 116 /34 /0 | 143/7/0 82%

Decision distributions are reported in the order PASS / FAIL / UNKNOWN.

As expected, the rule-based evaluator achieves complete reference agreement
in both Configurations A and C. In each configuration, all 30 assessment cases
agree with their corresponding reference decisions in every system state, result-
ing in an aggregate reference agreement of 100%.

This result should be interpreted in relation to how the reference decisions
are constructed. The evidence-derived reference decisions and the rule-based
evaluator use the same deterministic decision semantics for interpreting the
selected observations. Consequently, complete agreement is expected when the
same grounded evidence is processed correctly. The results therefore provide a
consistency check of the implemented evidence-to-decision path rather than an
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independent estimate of compliance classification performance.

The different reference-decision distributions in Configurations A and C re-
sult from their different grounding processes. Configuration A uses the expert
security-control mapping and manual observation selection, whereas Configura-
tion C uses model-generated mapping and observation selection.

The evaluator decision distributions in Table 7.3 show a tendency towards
PASS decisions in both language-model-based configurations. In Configuration
B, 136 of 150 evaluator decisions are PASS, compared with 101 PASS reference
decisions. In Configuration D, 143 evaluator decisions are PASS, compared with
116 PASS reference decisions. Neither language-model-based configuration pro-
duces an UNKNOWN decision. In particular, Configuration B contains 15 reference
UNKNOWN cases, all of which are classified as PASS by the language-model-based
evaluator.

Table 7.4 shows the breakdown of the reference agreements of the two
language-model-based configurations for each controlled system state. The

Table 7.4: Reference agreements of the language-model-based evaluator across
system states

State Configuration B | Configuration D
S0 80% 80%
S1 80% 83.33%
S2 73.33% 86.67%
S3 73.33% 80%
S4 76.67% 80%
Aggregate 76.67% 82%

language-model-based evaluator does not reproduce the evidence-derived ref-
erence decisions as consistently as the deterministic evaluator. Configuration
B obtains an aggregate reference agreement of 76.67%, with 115 of 150 assess-
ment cases agreeing with the reference decisions. Configuration D obtains an
aggregate reference agreement of 82%, with 123 of 150 cases in agreement.

Figure 7.1 provides a visual comparison of the per-state reference agree-
ments of Configurations B and D. As can be seen, Configuration D has a higher
reference-agreement rate than Configuration B in four of the five reference sys-
tem states, while both configurations obtain the same agreement in S0. The
different security-control mappings and different observation selections used by
the two configurations produce different grounded assessment cases and differ-
ent evidence-derived reference distributions. In Configuration B, the reference
distribution consists of 101 PASS, 34 FAIL, and 15 UNKNOWN decisions, whereas
Configuration D has no reference UNKNOWN decisions. Therefore, the difference in
reference agreement cannot be attributed to a single experimental component.

This behaviour is also visible in the aggregate confusion matrices shown in
Tables 7.5 and 7.6.

For both configurations, all reference PASS cases are also classified as PASS
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Figure 7.1: Reference agreement of the language-model-based evaluator per
reference system state

Table 7.5: Aggregate confusion matrix for Configuration B

Evaluator Decision

PASS FAIL UNKNOWN
§ g PASS 101 0 0
S%  FAIL | 20 14 0

< & UNKNOWN | 15 0 0
xR

Table 7.6: Aggregate confusion matrix for Configuration D

Evaluator Decision

PASS FAIL UNKNOWN
§ g PASS 116 0 0
g%  FAIL 27 7 0

< & UNKNOWN | 0 0 0
xR
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by the language-model-based evaluator. The disagreements occur when the
reference decision is FAIL or UNKNOWN. In Configuration B, 20 of the 34 reference
FAIL cases are classified as PASS. In Configuration D, this number is even larger,
that is, 27. In addition, all the 15 reference UNKNOWN cases of Configuration B
are classified as PASS.

These results indicate that, under the evaluated conditions and selected
model, disagreement is not distributed uniformly across the three decision states.
The selected language model reproduces the evidence-derived PASS decisions but
more frequently returns PASS when the reference decision indicates negative or
insufficient evidence.

Behaviour under Unavailable Evidence

As already stated, unavailable evidence is represented separately from an ob-
served negative system condition in the proposed compliance assessment frame-
work. Within the expert/manual assessment path, unavailable evidence con-
tributes to an UNKNOWN reference decision when no selected observation already
implies FAIL. As a result, three regulatory requirements receive an UNKNOWN
reference decision in each of the five system states because their selected ev-
idence includes unavailable observations and no selected observation implies
FAIL. Since the same three requirements remain affected across all five states,
this results in 15 UNKNOWN requirement—state cases in total.

In Configuration B, the grounded assessment cases produced using the ex-
pert mapping and manual observation selection are evaluated by the language-
model-based evaluator. For the 15 cases whose reference decision is UNKNOWN,
the evaluator returns PASS in every case and does not produce any UNKNOWN de-
cision. These cases correspond to three regulatory requirements repeated across
the five system states, that is, CM-A, concerning the development and main-
tenance of baseline configurations; CM-B, concerning the verification of system
configurations against the approved baseline; and LMA-A concerning continu-
ous monitoring for abnormalities, attacks, and unauthorized use. Thus, within
the evaluated expert/manual grounding path, the model does not preserve the
distinction between insufficient evidence and evidence supporting compliance.

Configuration D does not provide an equivalent test of this behaviour. Its
model-generated observation-selection rules do not select the three observations
that remain unavailable across the reference system states. Consequently, none
of the grounded assessment cases in Configuration D contains unavailable se-
lected evidence, and no evidence-derived UNKNOWN reference decisions are pro-
duced. This result shows that the handling of unavailable evidence depends
not only on the compliance evaluator, but also on the preceding observation-
selection stage, which determines whether unavailable observations become part
of the grounded assessment case.

Within the scope of the proof of concept, the results from Configuration B
demonstrate the importance of representing unavailable evidence explicitly in
the language-model-based compliance evaluation. A compliance assessment pro-
cess needs to distinguish between evidence that indicates that a requirement is
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satisfied and evidence that is unavailable or insufficient to reach a decision. The
observed behaviour demonstrates the importance of preserving this distinction
and provides a clear direction for improving the handling of unavailable evidence
in language-model-based evaluation.

7.3 Security-Control Mapping Evaluation

The security-control mapping determines the standardized security-control con-
text used in the subsequent stages of the assessment. Evaluating this stage is
important for examining how closely the model-generated mappings correspond
to the expert-defined mappings before they are used for evidence grounding.
The model-generated security-control mappings are compared with the expert-

defined mappings using the comparison levels defined in Section 5.5, that is, ex-
act mapping match, direct overlap, base-control overlap, and family-level over-
lap. Exact match requires the complete mappings to match, while direct overlap
measures shared security-control identifiers. Base-control overlap ignores con-
trol enhancements, and family-level overlap compares mappings at the broader
security-family level. Table 7.7 reports the agreement and overlap obtained at
each comparison level for the 30 regulatory requirements. As can be noticed,

Table 7.7: Comparison of model-generated and expert-defined security-control
mappings

Comparison Level | Cases | Rate
Exact match 0/30 0%

Direct overlap 16/30 | 53%
Base-control overlap | 20/30 | 67%
Family-level overlap | 24/30 | 80%

no model-generated mapping exactly matches the complete set of security con-
trols in the corresponding expert-defined mapping. However, direct overlap is
observed for 16 out of the 30 requirements, indicating that at least one identical
security control is selected by both approaches in slightly more than half of the
cases.

The level of agreement increases when the comparison is performed at broader
levels of the security-control hierarchy. After control enhancements are normal-
ized to their corresponding base controls, overlap is observed in two thirds of
the cases. At the security-family level, this percentage increases to 80%. This
means that 24 of the 30 mappings share at least one common family.

These results show that the model-generated mappings differ substantially
from the expert-defined mappings at the level of exact control selection, while
greater similarity is observed when the comparison is performed at the base
control and security-family levels.
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7.4 Observation-Selection Evaluation

Observation-selection determines which system observations are included in the
grounded assessment case for each regulatory requirement. Evaluating this stage
is important, since differences in the selected observations directly affect the
evidence available to the subsequent compliance evaluator. The comparison
examines how closely the model-generated observation selections correspond to
the manually defined selections.

For each of the 30 regulatory requirements, the two approaches produce a set
of selected observation identifiers. Since these sets can contain different num-
bers of observations, their agreement cannot be represented only by counting
identical selections. As defined in Section 5.5, Jaccard similarity measures the
proportion of observations shared by the two sets relative to the observations
selected by either approach. A value of 1 indicates identical observation sets,
while a value of 0 indicates that the two sets have no observations in common.

The comparison shows that no regulatory requirement has an identical ob-
servation set under the two selection approaches. In contrast to the security-
control mapping stage, the manually defined and model-generated sets have
no observations in common for 16 of the 30 requirements. The remaining 14
requirements contain at least one observation selected by both approaches, al-
though their complete observation sets differ. Across all 30 requirements, the
average Jaccard similarity is 16%.

These results indicate limited overlap between the model-generated obser-
vation selections and the manually defined reference. More importantly, the
differences occur at the evidence-selection stage of the assessment process. As a
result, the two approaches can provide different evidence to the compliance eval-
uator even when they assess the same regulatory requirement. This observation
is relevant when interpreting the compliance evaluation results, since differ-
ences in evaluator decisions may reflect not only the evaluator itself, but also
the grounded evidence produced by the preceding observation-selection stage.

7.5 Evidence Traceability and Faithfulness

Evaluating evidence traceability and faithfulness is important because a com-
pliance decision should not only be produced, but should also remain connected
to the system evidence on which the assessment is based. These properties
make it possible to examine whether the generated decision and explanation are
consistent with that evidence.

The four experimental configurations are evaluated using the measures de-
fined in Section 5.5. The evaluation considers whether evidence provenance is
preserved, whether the evidence referenced by the evaluator is valid, whether
the decision is reflected in the evaluator output, and whether the generated ex-
planation contradicts the evidence. Table 7.8 reports the aggregate values of
these five measures across the five reference system states for Configurations
A-D.

67



Table 7.8: Aggregate evidence traceability and faithfulness metrics

Metric A B C D
Traceability rate 100% | 100% | 100% | 100%
Used-evidence validity 100% | 100% | 100% | 100%

Decision-evidence consistency | 100% | 77% | 100% | 82%
Decisive-evidence coverage 100% | 63% | 100% | 56%
Explanation-contradiction 0% 7% 0% 11%

The traceability rate is 100% for all four configurations. This means that the
generated assessment cases preserve the structural links between the assessment
context, selected system observations, and their evidence sources. In particu-
lar, the observations used in an assessment remain associated with their source
information, allowing the evidence supporting an assessment case to be traced
back to the corresponding system artifact or evidence source. As discussed in
Section 5.5, this result concerns the completeness of the implemented traceabil-
ity structure. It confirms that the framework preserves the required evidence
links across all evaluated configurations.

Used-evidence validity is also 100% across all configurations. This indicates
that every observation identified by an evaluator as supporting its decision is
present in the corresponding grounded assessment case. In other words, the
evaluators do not refer to evidence identifiers that are absent from the evidence
provided for the assessment.

The faithfulness-related measures distinguish the rule-based and language-
model-based configurations more clearly. Configurations A and C, which use
the rule-based evaluator, obtain 100% for both decision-evidence consistency
and decisive-evidence coverage, with an explanation-contradiction rate of 0%.
This was expected due to the construction of the rule-based evaluator. Its
decision and explanation are generated directly from predefined rules applied to
the grounded evidence.

In contrast, the language-model-based configurations, i.e., B and D, show a
different behaviour. Decision-evidence consistency is 77% for Configuration B
and 82% for Configuration D, indicating that some model decisions differ from
the decision implied by the grounded evidence under the predefined decision
semantics. Decisive-evidence coverage is 63% and 56%, respectively, indicat-
ing that the evidence reported by the model does not always include all evi-
dence fields considered relevant for the corresponding assessment. Finally, the
explanation-contradiction rate is 7% for Configuration B and 11% for Config-
uration D, which means that some generated explanations contain statements
that conflict with the grounded evidence values.

Taken together, these results show three distinct behaviours in the evaluated
language-model outputs:

e disagreement with the evidence-derived decision,
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e incomplete reporting of decisive evidence, and

e occasional contradictions between the generated explanation and the grounded
evidence.

7.6 Evaluation of Remediation Coverage and Rel-
evance

Remediation guidance is evaluated because a compliance-assessment result should
not only identify a problem, but can also provide useful information to address
it. Evaluating the generated remediation therefore helps determine whether the
language-model-based evaluator provides actionable guidance when the assess-
ment does not result in PASS.

The remediation outputs of Configurations B and D are evaluated using the
measures defined in Section 5.5. The evaluation considers overall remediation
coverage, the presence of remediation when necessary, its relevance and speci-
ficity, and whether remediation is generated when it is not needed. Table 7.9
reports these five measures for Configurations B and D across the five reference
system states.

Table 7.9: Aggregate remediation evaluation metrics for the language-model-
based configurations

Metric Configuration B | Configuration D
Coverage 41% 47%
Conditional presence 100% 100%
Conditional relevance 64% 100%
Conditional specificity 100% 100%
Unnecessary remediation 0% 0%

The end-to-end remediation coverage is 41% for Configuration B and 47%
for Configuration D. These values are closely related to the compliance decisions
reported in Section 7.2. In Configuration B, 20 of the 34 reference-FAIL cases
are classified as PASS, while in Configuration D, 27 of the 34 reference-FAIL
cases are classified as PASS. Consequently, remediation coverage is affected by
the compliance decision itself: when a reference-FAIL case is classified as PASS,
the evaluator does not identify the case as requiring remediation.

This distinction becomes clearer when remediation is examined only for
cases that the evaluator classifies as FAIL. Remediation is generated for all
14 evaluator-FAIL cases in Configuration B and all 7 evaluator-FAIL cases in
Configuration D. Therefore, once the evaluator identifies a case as FAIL, reme-
diation is consistently provided. The lower end-to-end coverage mainly results
from reference-FAIL cases being classified as PASS, rather than from a failure to
generate remediation after an evaluator-FAIL decision.
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For the conditional remediation relevance rate, the relevance heuristic is
satisfied in 9 of 14 cases in Configuration B and all 7 cases in Configuration
D. The conditional remediation specificity is 100% for both configurations, as
the specificity heuristic is satisfied for all cases where remediation is provided
following a FAIL decision.

Another inconsistency is observed in Configuration D. In 9 reference-FAIL
cases classified as PASS by the evaluator, the model still generated remediation
guidance. In these cases, the generated output identifies a need for corrective
action without reflecting it in the final compliance decision. The implementation
preserves the generated fields as returned by the model and does not enforce
consistency between the decision and remediation fields.

The unnecessary remediation rate is 0% in both configurations, as no reme-
diation is generated for cases with a PASS reference decision.

Overall, the remediation evaluation shows that the language-model-based
evaluator consistently generates remediation when it identifies a case as FAIL.
The lower end-to-end coverage is mainly associated with reference-FAIL cases
that are classified as PASS, while the generated remediation is generally specific
and, particularly in Configuration D, relevant to the identified issue. The ob-
served decision-remediation inconsistency in Configuration D also shows the im-
portance of evaluating remediation together with the compliance decision rather
than as an isolated output. Within the proof of concept, these results demon-
strate that remediation can provide useful corrective guidance, while its overall
effectiveness remains closely linked to the preceding compliance decision.
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Chapter 8

Conclusion

This thesis addressed the problem of cybersecurity compliance assessment, with
particular attention to the difficulty of connecting high-level regulatory require-
ments with concrete properties of the system being assessed. This problem is
particularly relevant in cybersecurity because compliance decisions often depend
on technical information distributed across system configurations, infrastructure
definitions, runtime state, and other system artifacts.

To address this problem, the thesis proposed a methodology for evidence-
grounded and traceable cybersecurity compliance assessment. Rather than eval-
uating regulatory text in isolation, the proposed approach connects regulatory
requirements with a standardized security-control context and system observa-
tions collected from the assessed environment.

The proposed methodology supports security-control mapping, observation
selection, evidence grounding, compliance evaluation, and machine-readable
result generation. Both deterministic and language-model-based alternatives
were considered for selected stages of the assessment process. The result-
ing assessment cases preserve connections between the regulatory requirement,
the security-control context, the selected system observations, their evidence
sources, and the final compliance decision.

To assess the proposed methodology, a proof of concept was developed and
evaluated through a set of controlled experiments. The experimental evaluation
used 30 regulatory requirements and a containerized reference system under
five controlled system states. The states introduced isolated changes to security-
relevant system properties, allowing their effects to be followed through evidence
collection, grounding, and compliance evaluation. Four experimental configura-
tions were used to compare expert and model-generated security-control map-
pings, manual and model-generated observation selections, and rule-based and
language-model-based compliance evaluation.

The experiments showed the feasibility of the proposed methodological ap-
proach and provided insight into its behaviour under the evaluated conditions.
Notably, the implemented methodology preserved a traceable connection be-
tween changes in the assessed system and the resulting compliance assessment.
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The controlled system modifications produced the expected changes in the cor-
responding system observations, and these changes propagated to the evidence-
derived reference decisions when the affected observations were relevant to a
regulatory requirement.

The comparison of security-control mappings and observation selections also
showed that the model-generated outputs can differ substantially from the
expert-defined and manually defined references. Mapping agreement increased
when evaluated at broader levels of the security-control hierarchy, while the
model-generated observation selections showed limited overlap with the manu-
ally defined selections.

For compliance evaluation, the deterministic evaluator reproduced the evi-
dence derived reference decisions by construction. The language-model-based
evaluator showed lower reference agreement and a tendency to return PASS
for cases with negative or unavailable evidence. In particular, all reference-
UNKNOWN cases, corresponding to three regulatory requirements evaluated
across the five system states, were classified as PASS through the expert/man-
ual grounding path. This result demonstrates the importance of preserving
evidence availability throughout the assessment process and of examining how
language-model-based evaluators distinguish unavailable evidence from observed
evidence.

These results should be interpreted within the experimental design used in
this thesis work. The mapping and observation-selection methods are paired in
the experimental configurations, so evaluator behaviour is compared within a
common grounding path. In addition, the reference decisions are derived from
the grounded evidence using deterministic decision semantics rather than from
independent expert judgement. The reported reference agreement therefore
characterizes consistency with the evidence-derived reference decisions rather
than independent compliance-classification accuracy.

The faithfulness and remediation measures identified some limitations in the
language-model outputs, including incomplete reporting of decisive evidence,
occasional explanation contradictions, and inconsistencies between compliance
decisions and remediation guidance.

Despite these limitations, the usage of language models is a promising re-
search direction for further development and evaluation. Future work could eval-
uate the proposed approach using different language models and model sizes.
The framework used a single model configuration, and extending the experi-
ments to other models would provide a broader understanding of how model
choice influences the different language-model-based stages of the assessment
process.

The framework could also be applied to a wider range of regulatory require-
ments and system environments. The same methodology could be extended
to additional D/0048 requirements and to systems with more complex infras-
tructure, identity, networking, and deployment characteristics. This would also
make it possible to study to what extent different classes of regulatory require-
ments can be supported by machine-collected system evidence and which require
complementary organizational, physical, or human assessment.
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Appendix A

Language-Model Prompts

This appendix reports the prompt templates used by the language-model-based
components of the experimental framework.

A.1 Security-Control Mapping Prompt

The following prompt was used to generate the model-generated security-control
mappings used in the corresponding experimental configurations.

Return one JSON object only. Do not use markdown.

Task:
Map the directive control to the most relevant NIST SP

800—53 controls.

Directive control:
ID: {control_id}
Description: {control_description}

Candidate NIST controls:
{candidate_nist_controls}

Rules:

— Choose only IDs from the candidate list.
— Use 1 to 3 NIST controls.

— Prefer the closest semantic match.

— Do not invent control IDs.

— Do not copy the full candidate list.

Return exactly this JSON shape:

{

"nist_controls”: [?{example_.id}”],
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"rationale”: ”short reason”

A.2 Observation-Selection Prompt

The following prompt was used to generate the model-generated observation-
selection rules used in the corresponding experimental configurations.

Return one JSON object only. Do not use markdown.

Task:
Select system observations that can provide evidence for
the mapped NIST objectives.

Directive control:
ID: {control_.id}
Description: {control_description}

Mapped NIST controls:
{mapped_nist_controls}

NIST objectives:
{nist_objectives}

Available system observations:
{available_observations}

Rules:
— Select only observation IDs from the available system
observations.

Select only objective IDs from the NIST objectives list

— Do not invent new evidence fields.
— Do not provide evidence values.
— Use at most {max_observations} observations.

Return exactly this JSON shape:

{

"observations”: |
{
7id”: 7tls_configured”,
"objective_id”: 7SC—8::1”
}
]
¥
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A.3 Compliance-Evaluation Prompt

The compliance evaluator used a system prompt and a user prompt. Unlike
the previous two templates, these prompts were executed during the language-
model-based evaluation runs.

A.3.1 System Prompt

You are a cybersecurity compliance analyst. Evaluate
evidence against the control. Return one compact valid
JSON object only.

A.3.2 User Prompt

Decide whether the evidence satisfies the cybersecurity
control .

Control ID: {control_id}
Control description: {control_description}

NIST mapping:
{nist_mapping}

NIST assessment context:
{assessment_context }

Evidence:
{evidence}

Decision rules:

— PASS: evidence directly supports that the control is
implemented.

— FAIL: evidence directly contradicts or shows the
control is not implemented.

— UNKNOWN: evidence is missing , incomplete , ambiguous, or
not relevant.

Important :

— NIST mapping and assessment context are reference
material , not evidence.

— Use only the Evidence object as observed evidence.

— If Evidence is empty, return UNKNOWN.

— Do not list evidence fields that are not present in the
Evidence object.

()



— Boolean true means the assessment objective is
satisfied .

— Boolean false means the assessment objective is not
satisfied and supports FAIL.

— Null means the evidence was unavailable or not
collected .

— If any Evidence value is null and no Evidence value is
false , return UNKNOWN.

Do not assume facts that are not present in the evidence.
Explanation must cite the main evidence fields wused.
Keep explanation under 35 words.

Keep remediation under 25 words.

Use at most 4 used_evidence fields.

For PASS, remediation should be an empty string.
For FAIL or UNKNOWN, remediation must not be empty.
Do not use markdown or code fences.

Return JSON:
” : M » . 9
decision”: ,
"used_evidence”: [],
7explanation”: 77

)
?remediation”: 7”7
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